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Dear Reader,
We're thrilled to present you with the latest issue of RealTimes, packed with fascinating articles about the world of embedded systems.

In addition to news about the innovative solutions we’re deploying to increase the efficiency of your development processes, you will

discover exciting customer projects and how our solutions are being applied in a variety of market segments. 

One area where new tools and methods are needed is the validation and calibration of advanced, powerful, and connected systems

for new generations of vehicles. Conducting a series of isolated tests on the test bench and in the vehicle is no longer enough to

optimize and safeguard the behavior of complex systems in all operating states. What’s more, maintaining these as the sole method of

validation and calibration isn’t worth the effort and the money involved. In this issue, we’d like to tell you about the range of innovative

tools ETAS provides to complement and make the most of these tests: 

ETAS ASCMO offers an extremely effective way of using measurement data to model and optimize the behavior of complex systems.

This makes it possible for instance to optimize and accurately predict fuel consumption and emission values for complex combustion

engines according to engine speed, load, or any controlled engine variable. 

ETAS INCA-FLOW gives calibration engineers all they need to graphically model complex calibration processes in the form of flow charts,

which they can then use to guide other users through the complex stages of particular calibration cases.

ETAS EHANDBOOK is an efficient tool for documenting complex systems. It offers calibration engineers who are working on a vehicle

a shortcut to understanding how the various ECU functions work and how signals flow through multiple functions. With just one click,

they can jump straight to the relevant content, while the graphical representation makes it much easier to understand how things link

together. Conventional ECU documentation, which typically fills between 10,000 and 20,000 PDF pages, is now a thing of the past.

Together, the ES800 solution and the FETK ECU interface make it possible to record measurement data from ECUs and from the system

environment – simultaneously, at high rates, and with minimum strain on ECU resources. This solution brings us closer to fulfilling the

goal of being able to record all vehicle measurements without interruption over a full day of testing. 
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In connection with Big Data processing methods, the aim of this new ETAS measurement technology is to improve quality and raise

efficiency when validating vehicles, systems, and ECUs. Engineers working on development, testing, calibration, and quality assurance

can use the available measurement data for the specific task in hand. Existing data can be carried over into subsequent projects, which

significantly reduces both test phase times and the number of test candidates. Share in our enthusiasm for innovative, efficient methods

and solutions and get to know our latest tools starting on page 6.

Highly connected, electronically controlled systems present a big target to manipulators and it is time to reassess the risks. Growing

connectivity is increasing the chances of malfunctions and breakdowns. Minimizing risk involves dovetailing safety and security disciplines

over the entire product life cycle – especially when it comes to design and development. Read more about this topic in our feature on

safety and security starting on page 18 and discover how ETAS is offering more of both with its modular solutions for the future

connectivity market. 

Closely connected with the automotive industry is the off-highway market segment. ETAS has many years of extensive expertise in

embedded systems, especially in the powertrain area. Starting on page 32, we’ve included some customer projects that demonstrate

how we are applying our highly specialized know-how to the off-highway market.

Dear Reader, we hope that you enjoy reading this latest issue of RealTimes and that it provides you with some inspiring ideas.

Friedhelm Pickhard Bernd Hergert Christopher White
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2 x CAN (FD)

1 x LIN + 1 x CAN (FD)

1 x FlexRay / 2 x CAN (FD)

2 x FETK /1 Gbit/s Ethernet

1 x 100 Mbit/s Ethernet

1 x Host (1 Gbit/s Ethernet)

Figure 2: The new ETAS FETK high-speed ECU interface 

and the ES891 ECU and Bus Interface Module. 
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New Tools for Vehicle
Electronics
High data transfer rates allow universal use

With the market launch of the new FETK high-speed ECU interface and the ES89x ECU and

Bus Interface Modules, ETAS is introducing a new solution for validating and calibrating

electronic systems, as well as for prototyping new electronic control unit functions. Thanks to

data transmission rates that are 20 times faster, the new tools meet the needs of increasingly

sophisticated testing in vehicles and on test benches.

A great many factors are making

calibrating and validating electroni-

cally controlled systems in vehicles

increasingly complex. In addition to

emissions and safety standards,

the key drivers are electromobility,

advances in driver assistance sys-

tems and automated driving, and

the growing number of vehicle

models available worldwide.

To ensure that increasingly power-

ful electronics and extensive soft-

ware in vehicles function properly,

developers and calibration engi-

neers need efficient tools for

calibrating and acquiring large

amounts of ECU data. ETAS has

developed two new products that

represent a great advance in

efficiency – the FETK high-speed

ECU interface device and the ES89x

ECU and Bus Interface Modules

(Figure 2).

ECU interface for high data rates

with low latency

In contrast to serial interfaces such

as CAN, the new FETK interface

requires virtually no ECU computing

power for external communication.

It acquires data from the ECU via

a dedicated microcontroller inter-

face and transmits it to an ES89x

module, which then reroutes the

data to a PC or laptop together

with data from other sources.

Maximum speed is provided by

Gigabit-Ethernet and it is possible

to achieve rates of up to 120 MB/s –

the maximum data transfer rate for

the Ethernet connection. ECU data

acquisition rates of 17 MB/s are

already being achieved via a single

FETK. In the future, it is expected

that data rates acquired by an

ES89x interface module to which

two FETKs can be connected in

parallel will exceed 50 MB/s via the

new ES89x + FETK system.

The ECU interface data is processed

live in real time from a PC or laptop

using ETAS INCA – the ETAS en-

vironment for measurement, ECU

calibration, and diagnostics. This

setup also allows users to change

parameters in the ECU or have them

automatically modified by INCA.

The FETK interface is compact and

electrically and thermally designed

for use in the vehicle. Since the

interface has its own power supply,

tests can be performed regardless

of ECU operation. The ECU inter-

face hardware acquires data even

from control functions with cycle

times shorter than 10 µs with chro-

nological precision. Furthermore,

the FETK interface can be used

to efficiently program ECU flash

memories as securely as with a

debugger.

In addition to performing measure-

ment and calibration functions, the

FETK solution is also ideal for hand-

ling fast, time-critical control inter-

ventions (also known as function

bypass). Low latencies are critical

here since developers tend to rely

on the bypass method – following

a model-based approach. It is

common to develop new control

functions with ETAS ASCET or

MATLAB®/Simulink® and then ex-

ecute the functions on proto-

typing hardware.

A U T H O R S

Dr. Fabian Kaiser

is Product Manager 

for the ES800 product

family at ETAS

GmbH.

Dr. Ulrich Lauff 

is Senior Expert 

Marketing 

Communication 

at ETAS GmbH.

Christoph Müller

is Senior Product 

Manager for the FETK

at ETAS GmbH.

Florian Schmid

is Product Manager 

for the ES891 

at ETAS GmbH.
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Figure 1: A test vehicle equipped with the ETAS measurement, calibration, and prototyping system of the future. The ES800 system

communicates with the ECUs via FETK or serial ECU interfaces and acquires measurement data from the vehicle buses and other

digital or analog signal sources in the vehicle. In the example shown, the entire measurement is recorded by a data logger. The experts

in development get the data for evaluation at the end of the driving test via mobile communications.
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The prototyping hardware commu-

nicates with an ECU with FETK

interface in real time via an ES89x

module. This enables modifications

to new software control functions

and allows for immediate validation

of these functions in the vehicle or

on the test bench. Time-critical con-

trol functions require that bypass

signals flow between the proto-

typing hardware and the ECU with

the smallest possible latency. The

FETK interface with the ES89x en-

sures the exchange of a 128-byte

signal circulating from the proto-

typing hardware to the ECU and back

with a latency of less than 100 µs.

Next generation ECU and bus

interface

Thanks to the winning combination

of a high data transfer rate, low

latency, and easy integration into

new ECUs, the FETK interface can

be used almost anywhere. Excellent

cooperation between ETAS and

chip manufacturers, such as Free-

scale, lnfineon, and Renesas, also

makes it possible to adapt the

interface to new microcontrollers.

The FETK hardware offers users the

utmost in operating convenience:

since the Gigabit-Ethernet connec-

tion to the ES89x modules is ge-

neric, the latter can be seamlessly

integrated in all FETK ECU projects

without requiring any further con-

figuration. The new ES89x ECU and

Bus Interface Modules acquire

measurement data from ECUs and

vehicle buses to support the cali-

bration, diagnostics, flash pro-

gramming of ECUs, and proto-

typing of new ECU functions.  

The ES89x enables the user to

directly connect two FETK inter-

faces for these purposes. What is

more, the ES891 and ES892 mod-

ules support XETK and the Ether-

net, FlexRay (ES891), CAN, CAN-FD,

and LIN vehicle buses. They syn-

chronously acquire all incoming

measurement signals with one

microsecond precision.

The ES89x modules are designed

to be mechanically stackable, en-

abling a robust mechanical and

electrical connection between mod-

ules. If a vehicle has more than

two ECUs equipped with FETK

interfaces, multiple ES89x modules

may be combined to synchronize

the data from all connected FETK

or serial interfaces automatically.

Additionally, expansion is not only

possible with ES89x modules but

also with prototyping hardware,

and data loggers that are currently

under development at ETAS. All

members of the new ES800 prod-

uct family will help to secure the

functioning of future electronic

vehicle systems (Figure 1).

Outlook

ETAS’ FETK provides powerful ECU

access, making it a solution that

is equally suitable validating and

calibrating ECUs as it is for devel-

oping prototypes of time-critical

functions of electronic vehicle sys-

tems. Based on this unique com-

bination, a development ECU

featuring an FETK interface pays

off twofold: in calibration and in

prototyping.

In addition, the ES800 product

family will be augmented in the

coming months by powerful and

flexible prototyping hardware and

a comprehensive data logger solu-

tion. The latter will make it possible

to record ECU software variables

and serial data bus signals for

an entire day of testing without

interruption.
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The ES89x ECU and Bus Interface Modules –

open and standards-compliant

■  The new ES89x modules are compatible 

with the existing ETAS product families of

the ES400/ES600 measurement modules,

the XETK ECU interfaces, the ECU and 

bus interface modules of the ES51x/ES52x/

ES59x series, and the prototyping and 

interface modules of the ES9xx series. 

On the basis of Ethernet, custom hardware 

can also be easily integrated with the new 

modules.

■  The ES89x modules offer native support 

for the XCP-on-Ethernet protocol enabling

both ETAS and third-party software appli-

cations to communicate via the standardized

protocol with electronic control units with

FETK or XETK interfaces.

■  Time synchronization that conforms to the 

IEEE1588 standard simplifies the integration

of the ES89x modules in heterogeneous 

test setups and automation solutions by

means of a centralized clock.

■  ETAS provides libraries for the integration 

  of the ES89x modules’ bus interfaces into 

  other tools, such as CANape or VISION.

Efficient Calibration 
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ETAS INCA-FLOW helps users standardize calibration tasks

Calibrating gasoline and diesel engine management systems is a challenging task

that is largely repetitive with regard to specific customer projects. Using INCA-FLOW,

the calibration process can be set up for one ECU variant and then reused for others,

which can significantly increase calibration efficiency. In addition, measurements can

be easily reproduced, leading to clear improvements in calibration quality.

Bosch base calibration with

INCA-FLOW

In the course of the base calibration

of engine management systems

at Robert Bosch GmbH, a Design of

Experiment (DoE) plan is automati-

cally carried out in the vehicle using

INCA-FLOW. 

This is analogous to the procedure

used in engine test beds. The first

step, which is done on a computer,

involves creation of the DoE plan

and measurement configuration in

the tool. In the vehicle, the plan is

then automatically put through its

paces using INCA-FLOW and INCA.

To do this, the user first imports

the files containing the DoE plan

and measurement configurations,

which define parameters such as

the limits for operation and mon-

itoring. During testing, the values

of the observed loads and other

relevant calibration parameters are

then set automatically. At the same

time, INCA-FLOW monitors system

limit values using specific methods.

In this way, each operating point

of the DoE plan is set, stabilized,

and then measured.

Automation is used to check the cali-

bration quality of the volumetric

analysis, fuel pre-control, and torque

A U T H O R S

Olaf Dünnbier 

and Steffen

Franke are Cali-

bration Engineers 

responsible for the

base adaptation 

of engine functions

at Robert Bosch

GmbH.

Rajesh Reddy 

is Product Manager

for INCA-FLOW 

at ETAS GmbH.

Sample INCA-FLOW sequence.

■ Connection to Excel
  - Read the parameters
  - Read DoE test plan

■ Save path
■ Full control of INCA 
  - Start recording
  - Switch to working page

■ Global monitoring of
  - Exhaust gas temp.
  - Oil temp.
  - Cooling water temp.

■ Governing of
  - Load
  - Engine speed
  - Ignition timing
■ Local temperature 
  monitoring

■ Stop recording data
■ Save measurement
■ Write a logfile
■ Switch to reference page

Configuration Start measurement Monitoring Drive test plan Save measurement
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model in the vehicle. The same pro-

cess is used for calibrating the ex-

haust-gas temperature model and

component protection.

For the last two work packages,

automatic calibration of the ignition

angle is carried out based on each

operating point in the DoE plan.

The same calibration process can

be used for different ECU variants

once the DoE plan and the mea-

surement configuration have been

adapted using the INCA-FLOW

standalone configurator.

INCA-FLOW standalone config-

urator for adapting calibration

processes to different ECU var-

iants

INCA-FLOW’s runtime license

allows scripts generated using

INCA-FLOW Developer to be ex-

ecuted on a standalone basis, in

other words without the developer

license. The standalone config-

urator enables users to configure

independently executable INCA-

FLOW scripts for user-specific

INCA environments.

At the same time, calibration, mea-

surement, and user-defined vari-

ables can be assigned according

to user-specific application cases.

In this way, the calibration pro-

cess algorithm can be retained in-

dependently of specific boundary

conditions, such as different names

for calibration and measurement

variables and/or other values for

specific variables. 

Users of the INCA-FLOW stand-

alone configurator are able to

configure general information such

as project name, process name,

comments, soft and hard bounds,

etc. The “project” uses as default

In the “References” view, users can define “global references” for their 

calibration process based on existing measurement and calibration variables. 

The view shows the name of the global reference and, if available, a definition 

of the variable. The “Original Assignment” column shows the name of the 

measurement and calibration variable based on the existing process, while

the “New Assignment” column allows users to reassign measurement and 

calibration variables. An existing A2L file or an existing LAB file can be used 

for the assignment. The “My” view permits users to define different values 

for certain user-defined variables. 

With the standalone tool, existing configurations can be loaded and modified

configurations can be saved or reset to the old values. The tool allows users 

to use the same process for the calibration of several ECU variants. In this way,

INCA-FLOW facilitates major improvements in the efficiency and quality of 

calibration.

Description Original assignment

APP_Char\ETKC:1

ACCompr_RunMode_Pla...

DrvrInput_Trq_Req

RngMoid_trqLos\ETKC:1

SW_KD_Mode\ETKC:1

Eng_Spd\ETKC:1

Veh_Spd\ETKC:1

New assignmentReference name

ExperimentElement_...

ExperimentElement_...

ExperimentElement_...

ExperimentElement_...

ExperimentElement_KickDown

ExperimentElement_r...

ExperimentElement_...

Configuration

Settings

General

Project

File mapping

References

Measurement

Calibration

My

User_Input elements

Reference name mapping (measurement elements)

Process configuration [C:\ETAS\INCA­FLOW\SI\si_config.xml]

Load elements from A2L/Lab file...

OK Exit

the data that was defined in the

project configuration of the ex-

ecuted process. Configurator users

can adapt these settings to their

specific INCA environment.

In addition, interfaces can be as-

signed for the individual measure-

ment and calibration variables of

the calibration process. A mapping

function allows users to change

interface assignments and the

names of variables. 

Outlook 

In the future, INCA-FLOW will also

be used for other calibration tasks

such as knock control, engine

warm-up, lambda closed-loop con-

trol, oxygen probe heating, dew

point threshold, fuel tank venti-

lation, transient compensation,

driving behavior, idle control, and

camshaft control.

Automated base calibration with INCA-FLOW.

Realization

Preparation Drive test plan

Data evaluation

Documentation

INCA + INCA-FLOW

MDF

DoE

LogfileParameterization



Engineers often have to refer back

to this documentation during the

process of calibration, when they

are fine-tuning the functions. But

leafing through enormous PDF files

is a tedious process that consumes

valuable time – adding more to the

workload of calibration engineers in

the already very limited time avail-

able to them in the test vehicle.

Now  ETAS has developed EHAND-

BOOK – an interactive tool that

offers an intelligent search function-

ality in place of tiresome manual

searches and automatically gener-

ates interactive graphics and models

from ASCET, Simulink®, or C code.

These graphical representations give

calibration engineers an immediate

overview of the ECU’s functions and

signal flows. It breathes life into

all the know ledge buried in those

thousands of pages, giving every-

one involved efficient access to the

information.

ETAS EHANDBOOK makes know-

ledge transparent and optimizes

workflow

The EHANDBOOK solution is made

up of three components. Flexible

transfer of source data into docu-

mentation with interactive graphics

and models is handled by the

EHANDBOOK CONTAINER-BUILD

tool. ETAS offers services to sup-

port this where necessary. The

resulting handbook is then stored

in EHANDBOOK CONTAINER,

putting the data files generated

during the development work just

a mouse click away for calibration

engineers. This is where the third

component comes in: EHANDBOOK

NAVIGATOR.

The NAVIGATOR is the physical in-

teractive tool that helps calibration

engineers quickly and efficiently

find their way around all the docu-

mentation that function developers

generate. Alongside a search func-

tion, there is the option to get an

overview of the system through

graphics and models or to zoom in

on the details. In addition, the tool

can connect to calibration tools

such as ETAS INCA. Users who set

up experiments in INCA can use

the NAVIGATOR to locate relevant

measurement and calibration vari-

ables in the documentation and

automatically transfer them to their

experiment.

A navigation system beats poring

over paper maps

Switching from PDF documentation

to EHANDBOOK is just like making

the move from a road atlas to a

navigation system. Instead of having

to laboriously follow, say, the signal

flows in a particular model over sev-

eral pages of PDF documentation,

this tool lets developers zoom

seamlessly in and out of whatever

models they choose. This graphical

representation of information makes

signal flows much easier to under-

stand. If necessary, users can gen-

erate what is known as “function

wallpaper” with just one click,

giving them a single view that

seamlessly stitches together the rel-

evant excerpts of a model.

EHANDBOOK helps calibration

engineers to manage information

quickly and work efficiently, offering

them a deep understanding of the

ECU functions their colleagues in

function development have pro-

duced in their models. This inter-

action serves both to improve qual-

ity in the development process and

share knowledge throughout the

organization. But above all it saves

valuable time, enabling calibration

engineers to concentrate on their

actual job – calibrating ECU func-

tions – instead of wasting time

looking for information and

measurement data.

Pilot customer Bosch puts

EHANDBOOK to productive use

In refining its interactive EHAND-

BOOK documentation solution,

ETAS is working closely with pilot

customer Robert Bosch GmbH,

where the tool has already been

rolled out internally for ECU proj-

ects. Upon request, Bosch can also

provide interested parties with inter-

active handbooks for their ECU

software. What’s more, a number

of automakers have already eval-

uated the new ETAS solution and

have recognized how useful it is.

They too are now using EHAND-

BOOK – and it is helping them

to optimize the knowledge trans-

fer between suppliers and vehicle

manufacturers in software develop-

ment.
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EHANDBOOK-

NAVIGATOR – 

a navigation system 

instead of scrolling

through pages.

Better Understanding 
of ECU Software

A U T H O R

Dr. Patrick Frey 

is Product Manager

EHANDBOOK 

at ETAS GmbH. 
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New interactive documentation helps calibration engineers to quickly handle ECU software 

As engineers develop ECU functions using ETAS ASCET, Simulink®, or C code and then translate these func-

tions into software, a huge amount of documentation is generated. This documentation can quickly fill up

10,000-20,000 pages – and until now, calibration engineers have had to handle all this data in PDF format.



Planning data acquisition on the

test bench 

The DoE module used for test

planning divides the workflow into

eight user-friendly steps. A useful

function facilitates the compression

of measuring points via selected

input variables, Figure 2. In the case

at hand, the measuring points were

compressed in the vicinity of small

air masses, because in addition to

greater measuring inaccuracy, less

smooth physical dependency was

also expected in this area due to

high EGR rates.

Another function allows users to

divide the test plan into a variable

number of sections (“blocks”).

Given a sufficient number of mea-

suring points, each individual block

offers optimum distribution for

modeling. During live measurement

on the test bench, it is therefore

possible to quickly determine after

each block has been run whether

the requisite model quality has

been achieved and the test run can

be completed early. This can signi-

ficantly reduce the amount of time

and effort required for measuring.

As an example, Figure 3 plots mod-

eling accuracy for the smoke num-

ber as a function of the number of

measuring points used for model

generation.

Key element: Raw data analysis

Once the measurement data has

been gathered, the next phase is

raw data analysis. This often proves

to be the most important data

evaluation step. As well as identify-

ing faulty measurements and drifts,

it also provides insight into opti-

mization potential. 

The DoE software supports this

process very efficiently: interactive

diagrams allow users to display
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A key to calibrating modern internal combustion engines

Design of Experiments and model-based parameter optimization are the keys to mastering

complex engine management systems. In the following report, Hyundai and ETAS show

how model-based development methods can sensibly support the calibration of modern

internal combustion engines.

With CO2 and exhaust gas emis-

sions limits getting tougher all the

time, engine management systems

are becoming increasingly complex

in response. The result is a constant

increase in the calibration param-

eters that need to be optimized in

the overall system. At the same

time, strong competition is forcing

manufacturers to shorten develop-

ment cycles and cut development

costs. To be able to carry out en-

gine calibrations that ensure max-

imum ride comfort, high dynamics,

and low emissions under these

circumstances, there is a need for

new computer-assisted calibration

methods to complement conven-

tional ones1.

Engineers at the Hyundai Motor

Europe Technical Center GmbH

(HMETC) in Rüsselsheim, Germany,

were quick to recognize this need:

in powertrain development, they

have been making greater use of

Design of Experiment (DoE) and

model-based optimization methods

on top of increased automation

levels since 2005. Acceptance of the

initial solutions was severely ham-

pered by their lack of user-friend-

liness and the fact that they did

not cover all engine development

process steps.

However, the introduction of the

ETAS ASCMO2 software resolved

this situation: in addition to a pro-

gram structure and user interface

tailored to model-based ECU cali-

bration, the software provides

helpful functions to support inex-

perienced users. As an example,

the following sections describe the

use of this new solution in a pre-

production engine project at the

HMETC Powertrain Division. 

Project scenario

The test candidate was a 2.0-l, four-

cylinder diesel engine with pre-

production engine hardware and

ECU software. At the beginning of

the tests, the existing calibration

already complied with the Euro 5

emissions standard. The objective

was to use the DoE software to

further reduce the engine’s fuel

consumption. 

To do this, it was important to find

the optimal balance for the follow-

ing calibration parameters:
■  air mass/EGR rate
■  start of injection
■  swirl flap position
■  exhaust back pressure flap position

  for low-pressure EGR control
■  boost pressure
■  rail pressure

The relevant target variables are

listed below:
■  fuel consumption (CO2)
■  particulate mass (soot)
■  nitrous oxides (NOX)
■  hydrocarbons (HC)
■  carbon monoxide (CO)
■  combustion acoustics (dBA)

All tests were conducted on the

engine test bench, with subse-

quent in-vehicle verification on the

emissions chassis dynamometer.

During the basic measurement run,

the CO2 value was determined as

a reference for the optimization.

As shown in  Figure 1, the relevant

operating points for optimization

were supplied by the dwell times

of rpm and load in the NEDC.
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Model-based 
Development Methods
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Figure 1: Distribution and weighting of operating points in the NEDC test.

Figure 2: Experiment planning using local measuring point concentration.



for them based on Gaussian pro-

cesses (GP). This approach makes it

possible to model even highly non-

linear behavior by very complex sys-

tems to a high degree of accuracy

without overfitting. To do this, users

do not have to parameterize the

model. A critical issue for GP models

is often the computing times and

memory capacities required for

processing large measuring ranges.

However, the efficient GP imple-

mentation allows to generate

models from tens of thousands of

measuring points even on a stan-

dard PC in an acceptable time.

The high flexibility of the GP models

also enables users to create global

engine models with rpm and load

as additional input variables. In

order to assess the maximum attain-

able quality in our sample project,

the measurement data of the six

operating points was used to create

a global model in addition to local

models. In both instances, the qual-

ity of the models was satisfactory

and the modeling of physical de-

pendencies was largely correct. In

some cases, the global model pro-

vided even better characteristics

than its local counterparts. Only the

modeling of CO emissions, with a

value range of up to 16 g/kWh and

a standard deviation of 0.57 g/kWh,

remains somewhat too inaccurate.

The table shows the statistical qual-

ity levels of the global models based

on verification measurements.

Optimization results

While ETAS ASCMO’s range of

functions for local optimization is

comparable with that of other com-

mercial tools, its strength lies in its

global modeling and evaluation ca-

pabilities, which enable it to auto-

matically optimize entire engine

maps with respect to drive cycles.

Then, based on a list of weighted

operating points, a current cycle

prognosis is calculated online for

each change of the characteristic

maps. This means that a powerful

optimizer can be used to auto-

matically generate calibration data,

which achieves minimal fuel con-

sumption while staying within the

cycle’s limit values and respecting

local limit values and map smooth-

ness. The optimization results

achieved in this way based on the

analyses are summarized in Fig-

ure 4. During verification on the

dynamometer, the vehicle with

optimized calibration achieved a

2.5 percent reduction in fuel con-

sumption compared to the base

data, accompanied by slightly re-

duced smoke and NOX emissions.

When we consider that the base

data version was mature to start

with, we can see these increases

for the impressive achievement that

they are. Moreover, the value mea-

sured is very close to the DoE model

forecast. Figure 5 shows the results

of pre- and post-optimization cycle

extrapolations. 

Summary

Overall, the evaluation of ETAS

ASCMO had a very positive out-

come. Particularly in the area of

engine calibration, the tool quickly

achieved a high degree of accep-

tance among calibration engineers

on account of its advanced task-

centered functionality and its user-

friendliness. Whereas many publi-

cations on model-based optimi-

zation have tended to emphasize

the time and cost savings it delivers,

the focus for HMETC was more on

the measurable increase in quality

and the improved documentation

of calibration results.
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Figure 3 (top):

Model accuracy of ETAS 

ASCMO model (ASC) 

versus data record size: 

mean error of global 

smoke number model 

(determined by means 

of verification measure-

ments, error bar 

= standard deviation 

obtained with five 

repeat measurements).

Figure 4 (center):

Optimization results 

based on measurements 

taken at six operating 

points on the engine 

test bench.

Figure 5 (bottom):

Prognosis based on cycle 

extrapolations before 

and after optimization 

(partly screenshot).

Quality of global model within the limits 

of definition range established by verification

measurements.
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calibration parameters and/or tar-

get variables in relation to each

other and, for example, to isolate

the areas in which target variables

display their optimal values. This

facilitates the effective visual eval-

uation of measurement data and

the identification of good param-

eter combinations. 

Automated modeling

The core of ETAS ASCMO is its

user-friendly modeling function,

which is largely automated. Unlike

the model-based calibration tools

available on the market until now,

users are not required to select a

specific type of model from a large

number of options. Instead, the

tool suggests a single, particularly

flexible and powerful model type
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A sonorous voice points out tourist

attractions, provides historical back-

ground information, and occasion-

ally mentions current offers from

local bars and shops. You’re taking

an online city tour in your own

car, using an advertising-funded

program based on connected tech-

nologies. Sensors monitor the

surroundings and transmit this data

to ECUs and the communications

unit in the vehicle, which maintains

contact with the traffic control

center and other vehicles in the

vicinity.

Thanks to this ongoing exchange

of data, traffic keeps moving. Acci-

dents and jams are a rare occur-

rence. Traffic lights use incoming

vehicle data to adjust their cycles

to the traffic volume in real time,

which reduces the level of CO2

emissions from road traffic. Vehicles

searching for a parking space no

longer disrupt the flow of traffic.

Drivers and passengers get out of

their cars in designated stopping

zones, and web-based systems

proceed to guide their vehicles to

the next available parking space.

The automatic parking assistant

can calculate the parking maneuver

required in advance by evaluating

the data of the car that was parked

there previously.

Vulnerabilities have no place in

a successful network 

This vision of the future only sug-

gests the potential of connected

transport. No one knows what

business model options will open

up when vehicle IT systems that

used to be closed off to the outside

world are connected as parts of

larger networks. Upgraded engine

performance, navigation and assis-

tance systems are just as conceiv-

able in the “internet on wheels” as

reduced insurance rates based on

voluntarily submitted driving data.

However, opening up data channels

for apps, upgrades, and any mobile

devices from various occupants of

the vehicle or Car-to-X data traffic

brings new and, in part, unknown

risks in the development stage.

Minimizing these risks requires a

fundamental reevaluation of risk

assessment and security architec-

ture.

Despite opening up more to the

outside world, intrinsic security re-

mains the goal. Under no circum-

stances should hackers or viruses

smuggled in via mobile devices

affect the safety of the vehicle and

its occupants. The vehicle should

also be automatically protected

against the unwarranted installation

of untested software by unautho-

rized providers without the driver

having to do anything. Protection

must therefore be integral to the

vehicle’s IT architecture.

Risk analysis and assessment

throughout the entire life cycle

Clearly, a technological shift is called

for: Security, defending against ex-

ternal attacks, and safety, ensuring

that system functions don’t fail in

the event of an emergency, will

have to mesh more tightly in net-

worked vehicles than has been the

case up to now. Security and safety

experts should put their heads

together before software and hard-

ware development has even begun

in order to identify and evaluate

potential risks.

They could then formulate risk

objectives using assessment pro-

cedures that rate the probabilities

and consequences of potential dis-

turbances in line with the ASIL scale

in the ISO 26262. This fundamental

analysis follows a holistic approach,

and should take into account per-

manently installed components as

well as intermittently connected

smartphones, service diagnostics

devices, servers, and vehicles ex-

changing data over-the-air (OTA).

Once the risks within the system

have been assessed and the safety

and security requirements identi-

fied, the software architecture can

be designed. Even at this early

stage, the engineers must clarify
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In a networked world, 

secure systems require comprehensive protection.

Safety and Security – 
A Holistic Approach

Connected vehicles require new risk awareness

IT systems in the vehicle are becoming more accessible to the outside world. This brings new opportunities, but also

new risks, which calls for a fundamental reevaluation of risk assessment and security architecture. Safety and security

will have to mesh more tightly in the future. What is needed is a holistic approach that encompasses all components

of the vehicle throughout its entire life cycle.  
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MaßnahmenLevel

1

2

3

4

■  Sichere (Re)Programmierung
■  . . .

Vertraulichkeit von Daten

■  Sichere (Re)Programmierung
■  Integritätsüberprüfung beim 
  Systemstart

■  . . .

■  Sichere (Re)Programmierung
■  Integritätsüberprüfung beim 
  Systemstart

■  Zyklische Integritätsprüfung 
  zur Laufzeit

■  . . .

■  Secure Update/Flashing
■  Implementierung rein in Soft-
ware       möglich 
■  . . .

■  Secure Update/Flashing und
Secure     Boot
■  Unterstüzung durch passives
Security-  Modul in Hardware,
etwa Secure 
Hardware Extension (SHE)

■  Secure Update/Flashing, Secure
Boot
  und Runtime Manipulation De-
tection
■  Unterstüzung durch aktives Se-
curity-

■  . . . ■  . . .

Umsetzung/Voraussetzung

■  . . . ■  . . .5

MaßnahmenLevel

1

2

3

4

■  Sichere (Re)Programmierung
■  . . .

■  Sichere (Re)Programmierung
■  Integritätsüberprüfung beim 
  Systemstart

■  . . .

■  Sichere (Re)Programmierung
■  Integritätsüberprüfung beim 
  Systemstart

■  Zyklische Integritätsprüfung 
  zur Laufzeit

■  . . .

■  Secure Update/Flashing
■  Implementierung rein in Software 
  möglich 

■  . . .

■  Secure Update/Flas-
hing und Secure 
Boot
■  Unterstüzung durch
passives Security-
Modul in Hardware,

■  Secure Update/Flashing, Secure
Boot
  und Runtime Manipulation De-
tection
■  Unterstüzung durch aktives Secu-
rity-

■  . . . ■  . . .

Umsetzung/Voraussetzung

■  . . . ■  . . .5

MaßnahmenLevel

1

2

3

4

■  Sichere (Re)Programmierung
■  . . .

Data confidentiality

■  Sichere (Re)Programmierung
■  Integritätsüberprüfung beim 
  Systemstart

■  . . .

■  Sichere (Re)Programmierung
■  Integritätsüberprüfung beim 
  Systemstart

■  Zyklische Integritätsprüfung 
  zur Laufzeit

■  . . .

■  Secure Update/Flashing
■  Implementierung rein in Software 
  möglich 

■  . . .

■  Secure
Update/Flashing
und Secure 
  Boot

■  Unterstüzung
durch passives Se-

■  Secure Update/Flashing, Secure
Boot
  und Runtime Manipulation De-
tection
■  Unterstüzung durch aktives Secu-
rity-

■  . . . ■  . . .

Umsetzung/Voraussetzung

■  . . . ■  . . .5

MaßnahmenLevel

1

2

3

4

■  Sichere (Re)Programmierung
■  . . .

Integrity and authenticity of communications

■  Sichere (Re)Programmierung
■  Integritätsüberprüfung beim 
  Systemstart

■  . . .

■  Sichere (Re)Programmierung
■  Integritätsüberprüfung beim 
  Systemstart

■  Zyklische Integritätsprüfung 
  zur Laufzeit

■  . . .

■  Secure Update/Flashing
■  Implementierung rein in Software 
  möglich 

■  . . .

■  Secure Update/Flashing
und Secure 
Boot
■  Unterstüzung durch pas-
sives Security-
Modul in Hardware, etwa

■  Secure Update/Flashing, Secure Boot
  und Runtime Manipulation Detection

■  Unterstüzung durch aktives Security-
  Modul in Hardware, etwa Bosch 
  Hardware Security-Modul (HSM)

■  . . .

■  . . . ■  . . .

Umsetzung/Voraussetzung

■  . . . ■  . . .5

MeasuresLevel

1

2

3

4

■  Secure (re-)programming
■  . . .

Example: Graduated measures for system integrity

■  Secure (re-)programming
■  Integrity check at system start
■  . . .

■  Secure (re-)programming
■  Integrity check at system start
■  Cyclical runtime integrity check 
■  . . .

■  Secure update/flashing
■  Implementation strictly in software
■  . . .

■  Secure update/flashing and secure 
  boot

■  Supported by passive security module 
  in hardware, e.g., Secure Hardware 
  Extension (SHE)

■  . . .

■  Secure update/flashing, secure boot, 
  and runtime manipulation detection

■  Supported by active security module 
  in hardware, e.g., Hardware Security 
  Module (HSM)

■  . . .

■  . . . ■  . . .

Implementation/prerequisite

■  . . . ■  . . .5



Data exchange only with authen-

ticated partners

In the future, professionally installed

security solutions backed by secure

data centers staffed by appro-

priately qualified associates will

determine participation in Vehicle-

to-X communication. Data will

only be delivered to the recipient

if the sender can provide a trusted

signature. Cross-manufacturer and

cross-sector key management solu-

tions also help vehicles to filter out

relevant information from the flood

of data.

Establishing security solutions will

therefore become mandatory for

all stakeholders in connected traffic.

In the event of an emergency, how-

ever, safety solutions must also

take effect. Systematic engineering

geared towards standards such as

the ISO 26262 ensures that all

important vehicle functions remain

operational even in the case of

attack or negligent viral contami-

nation. 

Consequently, it is important that

security-relevant areas are reliably

safeguarded against the effects of

software installed at a later date.

Commercially available solutions

include ETAS’ Hypervisor RTA-HVR,

which partitions a single ECU into

multiple virtual ECUs that are strictly

separated from each other, thereby

completely shielded the ECU’s

functions from outside influences.

This method requires core functions

in need of protection to be defined

in advance. Given the intense inter-

action that takes place between

ECUs in the vehicle, this requires

a great deal of experience, a tried-

and-tested methodology, and effi-

cient tools. These might include

Software- and Hardware-in-the-

Loop testing facilities, functional

security protocols, or the equipment

required to carry out real-time moni-

toring of memory accesses, compu-

ting times, and transfer rates. Last

but not least, the process calls for

skilled associates who are comfor-

table working in this development

environment, and who are familiar

with the required norms and indus-

try standards such as AUTOSAR.

Utilizing existing knowledge 

Customers will find all of this at

ETAS. Our modular product and

service portfolio starts with ex-

pertise and many years of experi-

ence in the planning, implemen-

tation and testing of secure em-

bedded software, and continues

with AUTOSAR-compliant operating

systems and protocols for secure

communication, and goes beyond

tools such as our Hardware Security

Module (HSM) or the Hypervisor

RTA-HVR mentioned above.

Manufacturers will soon be able to

use the latter to reserve selected

areas of ECUs for their own updates

and upgrades. This is yet another

way to guarantee a bit more safety

and security in the future connec-

tivity market. Also available are the

modular security solutions provided

by ETAS subsidiary ESCRYPT, which

extend across the entire life cycle of

all new vehicles and cover crypto-

graphy software licenses through

to complete key management, in-

clusive of processing in top-security

data centers.

Applying know-how for afford-

able risk minimization 

Cost reasons alone render the com-

plete compartmentalization of every

ECU in connected vehicles impos-

sible. Compromises are necessary

that can only be made on the basis

of risk analysis and assessment,

which makes an all-encompassing

view of the safety concept for all

vehicle systems essential. Should, in

the worst case the security and

safety of a function be particularly

threathened, routines can be im-

plemented to react accordingly, all

the way up to a coordinated shut-

down of the system.

Systematically interlinking security

and safety approaches is crucial,

because future threats are not yet

known. The only effective means of

equipping connected vehicles to

face these unknown risks is to

combine suitable key management

with secure vehicle system design.

It is not enough simply to respond

to threats as they materialize.

Fundamental flaws in security ar-

chitecture cannot be fixed via an

update, and, given the limitations

of restricted data transfer rates,

annoying security updates should

be kept to an absolute minimum

in any case.

Summary: 

Adjust risk awareness – assem-

ble a package of measures

Networks of connected vehicles re-

quire new risk awareness. The huge

number of vehicles, the frequency

with which they are used, and their

connection to external data streams

increases the likelihood of dis-

turbances. To minimize the resultant

damage, safety and security solu-

tions that usually operated in iso-

lation must now become much

more interlinked. A holistic overall

assessment of the risks prior to

development is an essential pre-

requisite to reliably safeguard con-

nected vehicles against current and

future risks. “Safe and secure by de-

sign” should be the motto through-

out the entire product life cycle.

which data will go in the ECUs

and how they will get there, who is

allowed to read and/or change spe-

cific data, and which specifications

subsequent functions and tests will

follow. As connectivity increases,

the deciding factor is that, once

they have been delivered, vehicle

systems are open to interaction with

the complex outside world. 

Remote access privileges for service

workshops must be clarified, and

senders of incoming data authen-

ticated. Cryptographic data must

also be protected against unautho-

rized access – from the start of de-

velopment right through to their

disposal. When no longer required,

the vehicle’s unique cryptographic

keys must be reliably deleted to

prevent security-relevant information

getting into the wrong hands.

An overview of all components

Other sources of risk include over-

the-air firmware and software up-

grades (FOTA/SOTA) and apps that

intervene in the vehicle software.

Their intensified interaction with

controllers, sensors, and actuators

poses a threat to the overall net-

work. The magnitude of this threat

has been shown in experiments

in which developers were commis-

sioned to hack their way into vehicle

functions from the outside.

In 2015, for instance, a team in

the United States succeeded in ac-

tuating the brakes and stopping

the engine in a moving test vehicle,

albeit with great effort. Manufac-

turers must take precautions against

such attacks; for example, by pro-

tecting each vehicle with firewalls,

gateways, and secured communi-

cation with unique cryptographic

keys. Secure key management has a

threefold effect: If every vehicle is

protected by unique cryptographic

keys, hacker attacks become much

more difficult and, in the worst

case, only affect a single vehicle.

Moreover, the requirement to

authenticate fulfills a gatekeeper

function against unknown software

and their senders.
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The connected vehicle networks of the future provide numerous interfaces.



ware must function reliably, func-

tional safety must be guaranteed. 

Safety in the collaborative devel-

opment process 

How can functional safety be en-

sured under these conditions, es-

pecially when specific software

functions are distributed over mul-

tiple ECUs and only a portion of

the software is to be replaced? One

key to success is to use innovative

methods and tools, such as virtual-

ization, which make it possible to

validate software in realistic plant,

environment, and driver models at

an early stage of development. A

tool such as ETAS’ ISOLAR-EVE soft-

ware, combined with PC simulation,

allows developers to start testing

like this long before an ECU proto-

type exists. Errors or faulty assump-

tions are discovered before any

damage occurs. Developers can

also sound out borderline areas in

a virtual environment without any

danger, which is particularly helpful

when it comes to designing safety-

critical assistance systems. 

But virtualization is just one building

block in a more complete, total

architecture. The entire develop-

ment process must be structured

in advance (Figure 2) and include

clearly defined software architecture

and how each team will contribute.

Furthermore, close process moni-

toring is crucial. Regular assessments

and audits should be performed to

confirm that teams have internal-

ized the agreed upon safety philo-

sophy, and that all participants

share the same interpretation. Stan-

dards such as ISO 26262 provide

the basis for this.

Established rules for software

and development processes

The first step in preparing software

development is to define the scope

of the item under development. A

top-down approach begins by con-

sidering the overall system and con-

text and setting the limits for the

functional scope of the interfaces

and of interactions with other sys-

tems. Once this has been done, a

structured hazard and risk analysis

is conducted in which the likelihood

360° Safety

Rigorous development process for functional, safe ECUs 

When distributed developer teams from several companies work on the same control unit, then functional safety

also becomes a question of organization. This requires merging methodological know-how, proven development

tools, and technical expertise into one rigorous process. 

More and more functions in cars

are being executed by software in

electronic control units (ECUs). Soft-

ware functions that are connected

across ECUs are on the rise, too.

Some high-end models feature

more than one hundred ECUs that

are connected over data buses

and communicate with sensors dis-

tributed throughout the vehicle.

Connectivity between cars and their

surroundings is also rapidly ex-

panding, meaning that cars are be-

coming network nodes in the com-

plex, connected world of mobility.

Although this connectivity promises

safer, more efficient driving, it is not

without risks. This is partly due to an

increasingly complex development

process for connected ECUs, often

involving internationally distributed

teams. Not only are an ECU manu-

facturer’s developers and calibration

engineers involved in developing

ECU software and pre-calibration,

but so are its suppliers and the

automaker’s developers. Different

teams working on engine ECUs deal

with fuel injection, air supply, igni-

tion, and many other parameters.

Furthermore, the entire process

could take place several times,

because OEMs often order identical

ECUs from several suppliers to

assure delivery, although of course

car buyers must not notice any

difference. Independent of their

source, these ECUs and their soft-

A U T H O R

Dr. Simon Burton 

is Director Global 

Embedded Software

Services at ETAS
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HW/SW
implementation

Requirements 
analysis

Confirming the safety concept

System design System 
integration

System test

HW/SW design

Figure 1: 

With bypass hook tools,

such as ETAS EHOOKS,

errors can be deliber-

ately introduced to test

a system’s robustness.

Figure 2 (diagram): 

The safety concept must

be examined throughout

the entire development

cycle – testing alone is

not enough.

HW/SW test
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Are Cars Becoming
PCs on Wheels?
Are Cars Becoming
PCs on Wheels?

Security for connected and automated vehicles 

At Frankfurt IAA 2015, the automotive industry reveals its latest innovations to the

general public for the 66th time. The trend towards more electronics in vehicles con-

tinues unabated, but who will manage the extra complexity? And what about security?

At this year’s exhibition, the experts at ESCRYPT discussed these topics with customers.

Semiautomated vehicles, connec-

tivity, and new powertrain systems

were among the key topics at

IAA 2015. These trends provide a

number of benefits to road users.

Our automobiles are becoming

safer, cleaner, and more economi-

cal while offering a host of new

features. It will soon be possible, for

instance, to download and install

the latest vehicle system service up-

dates over-the-air via the internet.

So are our cars becoming PCs on

wheels? Absolutely not! But we will

be seeing a lot more information

technology in our cars and along

with this trend there is much to

consider, particularly when talking

about information systems security.

With automotive information sys-

tems, the requirements are far more

extensive than those considered

sufficient for other IT applications.

The braking systems, lane assistants,

and distance warning systems in our

vehicles are just a few examples.

They must always work properly in

all situations, even if a sensor fails,

a cable snaps, or when the latest in

a long line of updates is installed. 

But what is needed to achieve this?

Our experts discussed these issues

with customers at the Bosch booth

during the IAA exhibition. They all

agreed that there is no single mea-

sure which by itself is sufficient –

a holistic solution is needed. Intel-

ligent tools, a well-designed E/E

architecture, secure basic software,

seamless processes, and of course

technical expertise are all required

to ensure that our cars are truly safe

and secure.

ETAS and ESCRYPT have a lot to

contribute in these discussions. Our

expert consulting services, early

development phase virtualization

tools, and secure software develop-

ment are playing an ever greater

role. When it comes to protecting

against unauthorized access to auto-

motive computer systems, ESCRYPT

offers solutions to provide multiple

levels of security for vehicle elec-

tronic systems.

Personally, I believe in our abilities

and I prove it every day when I get

in my car, trusting my life to the

skills and expertise of my colleagues

and customers.

A U T H O R

Jürgen Crepin 

is Senior Expert 

Marketing 

Communication 

at ETAS GmbH. 

and controllability of possible errors

are weighted equally against the

threatened extent of damage. The

aim of the analysis is to define

binding safety objectives. From this

point on, these objectives are the

guiding principle for development –

and must first be broken down into

specific work packages for the work

groups. 

Programming must be supported

by clear rules and tried-and-tested

methods, such as a focus on best

practice, compliance with style

guides, structured documentation,

as well as dedicated regular reviews

and code analyses. A testing plan

is necessary as well. When and how

will the software be tested, and in

which contexts? Fault injection

tests, which check the software’s

response against deliberately intro-

duced errors, are indispensable. To

conduct these, developers feed in

faulty data using a bypass hook tool

such as ETAS’ EHOOKS. In contrast

to earlier tests with ISOLAR-EVE,

this is performed on real hardware

(Figure 1). Using EHOOKS, test en-

gineers can manipulate ECUs by

replacing their internal signals with

the planted errors or faulty data,

with the ECU’s calibration and

diagnostic interface functioning as

an access point. The faulty data

is then generated with the ETAS

INCA measurement, calibration, and

diagnostics software. 

Safely limit functions with

AUTOSAR

It is by provoking these exceptional

circumstances that developers can

tell whether safety objectives and

concepts really hold up. Robust

software must recognize faults and

either keep the ECU operational or

bring it into a safe state. Precautions

can also be taken to ensure that

errors don’t spread. This is where

the AUTOSAR standard with mem-

ory protection helps: Developers can

use hardware support to prevent

software from accessing the mem-

ory of other software features. This

ensures that errors remain locally

contained and cannot compromise

any safety-relevant software appli-

cations.

However, to integrate the AUTOSAR

memory protection or timing pro-

tection mechanisms, all project

participants must make their soft-

ware components’ source or object

code public. Since this degree of

transparency is often lacking or not

desired, ETAS developed the RTA-

HVR Hypervisor. This partitions the

ECU into several strictly divided

virtual ECUs and thus completely

shields safety-relevant functions

from each other. Communication

between the partitions works in the

same way as between various ECUs

using defined interfaces and pre-

determined rules.

Technical and organizational

partitioning 

Partitioning offers another signi-

ficant advantage: Teams from dif-

ferent companies can develop soft-

ware independently from each

other that will run within their own

isolated, shielded partitions later.

This means reciprocal access to the

code is not necessary in the early

stages of software development.

Even so, parallel development re-

quires the ECU manufacturer to

coordinate and guide the process.

Out of self-interest, all participants

must commit to the same safety

objectives and a binding schedule.

This outlines when development

partners must provide proof of

functional safety, and in what form.

The ECU manufacturer remains

responsible for integration – mer-

ging the tested software compo-

nents and their documentation

from its suppliers and furnishing

complete proof of the ECU’s safety.

Prudent project management

Constantly validating, justifying,

and – where necessary – readjusting

assumptions are part and parcel of

project management. Partners also

need to be kept up to date. But

the effort pays off: in instances in

which a collective safety philosophy

guides development, testing effort

is decreased and expensive, nerve-

racking corrections are eliminated

in the final development stage. Less

strict project management is often

plagued by problems. Audits and

assessments often bring to light

different interpretations of safety

objectives, presuppositions, and

norms; without targeted counter-

measures, these could soon give

rise to expensive error chains. That

is precisely why these checks are

firmly anchored in the ISO 26262

safety standard.

Summary

It is possible to ensure the functional

safety of ECU software, even in

complex collaborative development

processes. This requires more than

just expertise in ECU development,

however. It has far more to do with

thoroughly embedding standard-

ized development and modern

methods, such as validation in a

virtual environment, into a carefully

controlled development process.

With tools, services, and consulting,

ETAS offers the right solution for

every project phase.
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Intelligent interaction between software and hardware safeguards ECUs

Connected vehicle systems require protection against unauthorized access. Hardware Security Modules

(HSMs) provide this, but have always been unsuitable for automotive applications. This is no longer the

case, thanks to Bosch’s HSM and its derivatives implemented by various semiconductor manufacturers.

Timed to coincide with the growing popularity of these products, ESCRYPT has brought out Cycur-

HSM – a matching firmware solution that makes an HSM a viable security solution for automotive ECUs.

A U T H O R S

Christopher Pohl

is Senior Security 

Engineer at ESCRYPT

GmbH in Bochum.

Dr. Frederic 

Stumpf is Head of

ESCRYPT’s Branch

Office Stuttgart.
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Protection against 
Unauthorized Access

A side window has been smashed;

the airbags and satnav are gone.

Extremely annoying, yes – but at

least the damage is obvious. Not so

when the vehicle’s IT systems have

been tampered with. Unauthorized

interventions of this kind pose an in-

visible threat, and the potential risks

are growing as vehicles and ECUs

become increasingly connected.

What is needed are strategies to

defend against hackers and their

potential attacks, virus contamina-

tion, and unauthorized uploads.

Bosch recognized this several years

ago, and identified Hardware Secu-

rity Modules (HSMs) as a suitable

protective technology. HSMs have

their own processor core, their own

RAM, ROM, and flash memory, and

come with specific security features.

However, the HSMs available at the

time were too expensive, too sen-

sitive, and too limited in terms of

their functionality. This led Bosch to

develop specifications for an auto-

motive-compatible HSM and shared

these with semiconductor manufac-

turers in a bid to speed up market

penetration. A strategy that is pay-

ing off, as various manufacturers

have now implemented derivatives

of the Bosch HSM and are pushing

these onto the market.

Standardized software stack for

Bosch HSM and its derivatives

In July 2015, ESCRYPT released

a compatible firmware solution:

CycurHSM. By interacting intelli-

gently with the hardware, Cycur-

HSM protects vehicle systems

against unauthorized access during

all operating phases including initial

boot, normal operation, and soft-

ware updates or upgrades.

Hardware and software work hand

in hand to offer this comprehensive

protection. Each Bosch HSM con-

tains a processor, sufficient memory,

and a true random number gen-

erator (TRNG). In addition, it has

accelerator hardware that enables it

to calculate cryptographic message

authentication codes in accordance

with the Advanced Encryption Stan-

dard (AES) at lightning speed. It was

on the basis of this hardware that

ESCRYPT was able to realize func-

tions such as secure boot, run-

time tuning detection, and secure

flashing in its CycurHSM. The soft-

ware also relies on ETAS’ RTA-OS,

which was developed as a real-time

operating system for automotive

applications.

Maximum flexibility when choos-

ing hardware

ESCRPYT began to brainstorm

CycurHSM in mid-2013, and the

vision was to develop a standard-

ized software stack for the Bosch

HSM and all its derivatives. This

objective has been achieved. By

standardizing processes at software

level, customers can opt for which-

ever controller they like, regardless

of their hardware setup.

In accordance with the open philo-

sophy behind CycurHSM, the soft-

ware’s CSAI interface (Client Server

Architecture Interface) makes it

compatible not only with AUTOSAR,

but also with all other applications

beyond this standard. 

Comprehensive protection

CycurHSM is embedded in

ESCRYPT’s modular product port-

folio, as is the firmware’s secure

flashing function, which verifies

sender authenticity for updates and

upgrades. The secret keys required

for this process are generated in the

backend of the vehicle manufactu-

rer or specialized service provider,

and are shared only with trust-

worthy partners. As well as pro-

viding key management services

and processing of this kind in high-

security data centers, ESCRYPT also

issues licenses for software that can

generate such cryptographic keys.

Gatekeeper functions such as

secure flashing are prerequisites for

vehicles using Car-to-X communi-

cation and over-the-air updates. If

the source attempting to connect

with the vehicle is unable to provide

the required digital signatures, the

HSM prohibits the data transfer.

Encryption technology also lies at

the heart of the CycurHSM secure

boot function, which uses secret

keys during the booting process to

unequivocally determine whether

ECU software is still authentic.

The process is sequential: As the

system powers up, each component

launched as part of the ECU boot

chain verifies the integrity of the

next. This ensures that malware

is detected, at the very latest, the

next time the system starts up –

even if the entry route was via a

trustworthy source such as through

a diagnostic device in the work-

shop. Since the HSM records every

single change, manipulation can

still be detected even when the

ECU software has been restored

to its original state. In this way,

CycurHSM brings the almost inci-

dental added bonus of creating

legal certainty within the notori-

ously gray area of chip tuning.

During operation, the CycurHSM’s

runtime tuning detection performs

cyclical checks to establish the con-
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Happy Hacking! 
First ETAS hackathon took place at headquarters

According to Wikipedia “A hackathon (also known as a hack day, hackfest, or codefest) is

an event in which computer programmers and others involved in software and hardware

development… collaborate intensively on software projects.“ It goes on to explain that “some

hackathons are intended simply for educational or social purposes, although in many cases

the goal is to create usable software.”

Such an event took place recently,

when the software development

department at ETAS hosted the

first hackathon at its headquarters

in Stuttgart-Feuerbach. Associates

desired an opportunity for creativity

beyond the daily grind and to think

outside the box. This desire is some-

thing ETAS management took seri-

ously. So topics were gathered and

discussed, and teams formed in

preparation for the one-day hack-

athon, which was attended by

25 colleagues.

“I’m enthusiastic about the variety

of topics and the quality of the

achievements,“ said Dr. Alexander

Burst, head of software development

at ETAS. “Moreover, I’m impressed

by how well the teams organized

themselves and joined forces with

other groups. The hackathon was

planned as an experiment – and it’s

certainly one that we’ll be carrying

forward, after all the positive feed-

back we’ve received from col-

leagues,” Dr. Burst continued.

The winning team – as nominated

by the other participants – extended

ETAS ASCET, the leading product

for model-based development of

embedded software for electronic

control units in the automotive

area, so it can work with two new

platforms, Arduino and Lego Mind-

storms, both of them particularly

popular at universities and amongst

nerds and inventors. The team dem-

onstrated its results by bringing

two model cars to life using simple

autonomous driving functions.

“Based on our demonstrator, we’re

now able to put together an out-

of-the-box-solution that will give

young engineers an understanding

of ASCET and the ETAS brand.

This is going to pay dividends in

the long run,” said the initiators of

the project, Abhik Dey and Timon

Reich. And this isn’t the only topic

they’ll be working on in the near

future. On this note: Happy hacking!

The winning team: Holger Ruf, Frank Beckmann, 

Patrick Engel, Abhik Dey, and Timon Reich.

tinued authenticity of ECU data.

Accelerator hardware makes this

testing, which is based on symmet-

ric AES signatures, a very efficient

process.

With its secure on-board communi-

cation function, CycurHSM provides

a fourth method of protecting data

passing from ECU to ECU in the

vehicle. It protects the data traffic

running through the vehicle bus

against threats attempting to gain

entry through gateways such as

wireless interfaces. For this, the

CycurHSM issues data on its way

from ECU to ECU with AES-based

message authentication codes, gen-

erating and verifying these codes

so the relevant ECUs don’t have to.

It handles all cryptographic calcu-

lations and keeps the keys secure,

thereby acting as an integrated se-

curity service provider for the ECUs. 

Outlook

ESCRYPT is convinced that HSM

technology will evolve over the next

ten years to become a standard

feature of new vehicles. The stan-

dardized CycurHSM software rep-

resents an important building block

that will help this technology to

break through. In conjunction with

the HSM hardware, it protects

safety-related IT systems in the

vehicle against unauthorized access.

Considering the pace at which

connected technologies are ad-

vancing, CycurHSM can certainly be

considered a future-ready solution.
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SCU Seat Control Unit
CCU Communication Control Unit
HYD Hybrid Drive
BM Battery Management
MCU Motor Control Unit

Crypto acceleratorSmart card IC/UICCCycurHSM

TCU Transmission Control Unit
C2C Car-to-Car Communication
DAS Driver Assistance System
ABS Anti-lock Braking System
ESP Electronic Stability Program

ACC Adaptive Cruise Control
USS Ultrasonic Sensor
CAM Camera
IC/UICC Integrated Circuit/

Universal Integrated Circuit Card

Vehicle board network 
in 202x.



Agricultural and construction ve-

hicle manufacturers’ plans to make

use of standardized AUTOSAR

software components and a corre-

sponding development environment

are justified on cost and quality

grounds. Another reason is the

COMASSO association4, which has

several commercial vehicle OEMs –

including Caterpillar, CNH Industrial,

MAN, and Bosch Rexroth – as mem-

bers, with high-quality series prod-

ucts as well as license-free reference

implementations of many standard

AUTOSAR components. This initia-

tive is of increasing interest in the

off-highway vehicle segment. 

Conclusion

AUTOSAR offers manufacturers of

agricultural and construction ve-

hicles great potential to flexibly de-

velop high-quality embedded soft-

ware. They can achieve tangible cost

savings by reusing and acquiring

mature software components. How-

ever, it is important to plan aspects

of functional safety and organize

the process chain in detail. ETAS can

offer support for this in various ways. 

Diagram:

Layer model of AUTOSAR’s software architecture.

AUTOSAR Goes Off-road 
Automotive standard expanding to include agricultural and construction vehicles

A decade after its introduction, the AUTOSAR standard is finding its way into agricultural and construction vehicles.

For cost and quality reasons, this makes sense – but equipment manufacturers should plan carefully.  

AUTOSAR is writing history. Only

twelve years after it was introduced,

AUTOSAR (Automotive Open Sys-

tem Architecture)1 has become one

of the most influential standards in

the automotive industry. And with

good reason: AUTOSAR-compliant

software functions are interchange-

able, independent of software and

hardware providers, and reusable.

Now, the most recent release has

hit the unpaved road and has off-

highway vehicles in its sights.

While the first agricultural and con-

struction vehicle OEMs are already

using the standard, others are de-

liberating about what advantages

AUTOSAR might bring them. 

A successful standard 

Nearly 180 companies worldwide

have joined the AUTOSAR develop-

ment partnership to further refine

and use the standard for software

architecture, application interfaces,

and methodologies for configuring

and generating ECU software. At

the core is the AUTOSAR layer

model (diagram), which makes it

possible to implement software

components from various providers

spanning many product genera-

tions, independent of the under-

lying hardware. 

Key challenges for agricultural

and construction vehicles 

A number of factors need to be

considered before AUTOSAR can be

used in the off-highway vehicle

sector. In principle, ECUs for cars,

agricultural equipment, and con-

struction vehicles are similar, since

they use the same microcontroller

families. But there are some differ-

ences, too:
■  Due to the lower number of units           

produced, the development costs

per ECU are higher in the off-

highway vehicle sector; this is

often compensated for by the

reuse of hardware and software

designs based on “generic” ECUs.
■  Vehicle manufacturers primarily                                  

develop software in-house. Only

the board support packages come

from Tier 1 suppliers. 
■  The wide range of implements 

that can be attached to these

vehicles makes them even more

varied – and increases the number

of different variants of software

functions. So a flexible software

architecture and system configu-

ration is required.
■  Solutions must adhere to industry-

specific standards such as J1939,

ISOBUS, Profibus, and CANOpen

communication protocols, as well

as ISO 25119 “Functional Safety

for Tractors and Machinery for

Agriculture and Forestry2”.

Although there are differences,

automakers and agricultural and

construction vehicle manufacturers

do share one key requirement: in

the interest of quality and efficiency,

they all want to reuse as many

software components as possible.

AUTOSAR software architecture

offers the perfect framework for

this because it fulfills both appli-

cation-specific tasks. For example

control of individual devices, and

system services such as network

management. This allows OEMs to

concentrate on the development of

system and software functions that

add value for end customers while

sourcing and implementing com-

mercially available standard soft-

ware.

Requirements for functional

safety

This modularity presents risks to

functional safety. Faults in sourced

modules could disrupt safety-re-

lated functions; this is something

that must be ruled out before

software modules from different

sources are integrated. This is where

ISO standard 25119 is helpful. It

defines a set of measures that

ensure faults remain isolated locally,

for instance through software

partitioning. Meanwhile multi-core

systems, scheduling, and watchdog

mechanisms safeguard communica-

tion between ECUs and software

components. 

AUTOSAR supports the ISO 25119

measures through its own software

partitioning mechanism. Its use is

particularly recommended for uni-
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Sources:
1) www.autosar.org
2) ISO 25119, Functional
Safety for Tractors and
Machinery for Agriculture
and Forestry −
Safety-related parts of
control systems, 
First edition 2010-06-01
3) www.etas.com/en/
products/solutions_real_
time_applications.php
4) www.comasso.org

A U T H O R S

Dr. Simon Burton 

is Director Global 

Embedded Software

Services at ETAS

GmbH.

Jürgen Crepin 

is Senior Expert 

Marketing 

Communication 

at ETAS GmbH. 

Daniele Garofalo 

is Senior Manager 

Embedded Software

and Safety Consulting

at the ETAS Center 

of Embedded 

Excellence in York,

United Kingdom.

versal ECUs, which as a rule have

been developed by a variety of part-

ners and must fulfill the highest

safety requirements. The standard

provides the guiding principle, en-

courages an orientation on best

practice during software develop-

ment, and helps to detect faults at

the hardware level.

Tools and processes as success

factors

To make a success of applying

AUTOSAR’s safety measures, a well-

thought-out development process is

recommended that also considers

available resources and budgets. In

instances where these are limited

and experience is lacking, expert

advice is needed. The ETAS RTA

(Real Time Architect) Solutions3

business area for developing cus-

tomer-specific embedded software

has experience in numerous off-

highway and heavy-duty projects

and offers comprehensive support

for the migration to AUTOSAR.

RT
A

-O
S 

(o
p

er
at

in
g

 s
ys

te
m

)

Application layer 
software components 

Sy
st

em
 s

er
vi

ce
s 

M
em

o
ry

 m
an

ag
em

en
t

C
o

m
m

u
n

ic
at

io
n

 a
n

d
 

d
ia

g
n

o
st

ic
 s

er
vi

ce
s 

H
ar

d
w

ar
e 

I/O
 a

b
st

ra
ct

io
n

C
o

m
p

le
x 

d
ev

ic
e 

d
ri

ve
rs

RTA-RTE (runtime environment)

Microcontroller abstraction layer 

Microcontroller

Basic software modules are directly reused across 
ECUs, which leads to higher maturity and lower 
development costs 

Reuse and deployment of application software across
different ECUs dependent on vehicle requirements 

ECU-specific software (e.g., hardware diagnostics) 
can be limited in scope and integrated on the basis of
standard interfaces

Microcontroller-specific software provided by semi-
conductor vendors implementing standardized inter-
faces and functions



To reduce the risk of cost overruns

and potential adjustments, early

validation during the simulation

process is a must. It is also impor-

tant to have the right tool to per-

form this validation. With the in-

creasing number of control units

in train subsystems, Alstom Trans-

port began looking for several

tools able to validate the subsys-

tem before its first integration in

the train takes place. Alstom Trans-

port selected ETAS LABCAR Hard-

ware-in-the-Loop system to vali-

date an auxiliary train subsystem,

knowing ETAS is a global leader in

providing tools and solutions for

the development of embedded soft-

ware in the automotive industry. 

Train Subsystem Control Unit

The control unit is seen as a modu-

lar electronic control unit (ECU) able

to control several different devices

(such as genset, powertrain, and

air conditioning). This means a ded-

icated HiL is mandatory for vali-

dating device behavior in advance

and for checking communication

networks – currently SAE J1939 as

well as Common Industrial Protocol

(CIP) and Multifunction Vehicle Bus

(MVB).

Project challenges

Alstom is developing the application

software for the TSSCU ECU. The

first challenge was to create a tool

for carrying out Model-in-the-Loop

(MiL) tests. This was possible by

integrating a model of the ECU

software and a Dymola plant model

using the experiment environment

ETAS LABCAR-OPERATOR and the

RTPC (Real-Time PC) real-time simu-

lation target from ETAS. Alstom’s

second challenge was then to per-

form Hardware-in-the-Loop (HiL)

testing on the complete LABCAR

bench with the real TSSCU hard-

ware as a unit under test.

An extremely stable and reliable

VME architecture with high-end

I/O boards has been designed for

this purpose. ETAS has developed

a specific and flexible load box

concept for the project, including

a wiring harness. The final setup

was performed together with the
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LABCAR on Track 
ETAS Hardware-in-the-Loop system validates train subsystem

In the railway industry, simulation is the key to developing and validating new products

because the possibility to validate a train subsystem exists only during the period when

the first production train is being built. Indeed, although all hardware components can

be validated on the supplier bench, the validation of the subsystem control can only

be performed on the train. Once the first train has been completed, any modifications

or additional sensors or actuators may have a negative impact on the time to market

and may result in a significant retrofit. 

A U T H O R S

Hervé Scelers is

Subsystem Control

and Validation 

Manager at Alstom
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Final project setup.
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download
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generation
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ABS on the Rails
Knorr-Bremse relies on ETAS ASCET

High-speed trains are an essential part of efficient transport infrastructure in any modern

industrialized country. But the trains’ travel speeds – of up to 250 km/h and more – place

enormous demands on brake system mechanical components and control electronics.

For the last 15 years, ETAS tools have helped Knorr-Bremse AG to develop the software for

managing and controlling these crucial safety-related systems.

For high-speed trains, the brake

concept is a key element of the

safety plan. It encompasses brake

force management, comprising the

optimum distribution of the brake

force over the various brake systems

throughout the entire train, specific

actuation of the friction brakes,

anti-skid/anti-slip protection, and

rolling monitoring, as well as the

recovery of electrical energy during

braking. 

The current generation of ICE trains

has three complementary braking

systems. Actuation of just the disk

brakes suffices at lower speeds; at

higher speeds the electrodynamic

brakes also engage. These in turn

are backed up by the eddy cur-

rent brakes when traveling certain

stretches. One thing is clear: no

intelligent braking concept can be

implemented without electronics. 

Electronics instead of mechan-

ical components

Rail vehicle brakes were constructed

and actuated almost exclusively on

a mechanical and pneumatic basis

well into the 1970s. The impetus to

introduce electronically controlled

antilock braking systems (ABS)

stemmed from the desire to reliably

prevent annoying and dangerous

vibrations or operational instability

caused by braking-induced flat

spots on the wheelsets. Today’s

anti-skid/anti-slip protection, com-

parable with automotive ABS, also

controls axle slippage in order to

optimize the stiction between

wheels and rails when braking and

consequently reduce the braking

distance.

ASCET software – safe, proven,

and automatically generated

To develop open-loop and closed-

loop algorithms requires reliable

and professional tools. Engineers

at Knorr-Bremse have relied on

ASCET for model-based software

development since 1999. 

Previously, the engineers had to

laboriously specify the system

functions, which were then pro-

grammed in the computer lan-

guage C by software developers.

Back then, block diagrams of

open-loop/closed-loop control sys-

tems were drafted on the com-

puter with the help of MicroGrafX

Designer, the first graphics program

available for Windows PCs. When

ASCET was introduced, its key

advantage was how production-

ready C code could be automati-

cally generated from block diagrams

Wheel-rail system: 

The brake system’s anti-skid/anti-slip protection 

prevents braking-induced flat spots.

customer at the customer’s site in

coaching mode. Thanks to the

support offered by ETAS France,

Alstom has now received the nec-

essary know-how to manage and

maintain both the current and

further configurations on its own.

Summary
■  Tests were performed to compare 

HiL test system results against the

real subsystem results. These in-

dicated that Alstom Transport has

reached its target since simula-

tions predicted the real behavior

of the subsystem.
■  Thanks to active coaching of 

Alstom Transport associates during

the project development phase,

users can now handle the system

on their own. The next HiL up-

grade has been fully managed by

Alstom with minimum interaction

with ETAS help desk support. 
■  During the specification phase and 

HiL setup, ETAS and Alstom collab-

orated to create a modular and

scalable architecture.
■  Alstom’s investment in ETAS     

technology is guaranteed for

future ECU generations, such as

Multifunction Vehicle Bus (MVB)

and Common Industrial Proto-

col (CIP) due to ETAS’ openness

to third-party hardware and

protocols.

In addition to LABCAR, Alstom Transport required a robust measurement tool chain. 

Parts of data acquisition and calibration are now performed using INCA and measurement 

hardware such as ES592, ES720, ES411 from ETAS.

About Alstom Transport

Alstom Transport develops

and markets a complete range

of rolling stock (train) systems,

signaling systems, and services

for the railway industry. 

Notable products include 

series production of the TGV

(high-speed trains), with 

over 650 train sets sold in the

last 25 years, as well as the

AGV (Automotrice à grande

vitesse), unveiled in February

2008 and in service with 

NTV in Italy since 2012. 

Alstom products also include

trams (1,900 Citadis low-floor

trams in more than 50 cities

around the world), metro and

regional trains (1,200 Coradia

commuter trains operating 

in nine countries), and sub-

urban trains (4,600 X’Trapolis

single deck electric trains 

operating in countries such 

as Australia, Spain, and South

Africa).
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The flagship of Deutsche 

Bahn – ICE 3.

Left: 

Electronic brake control 

system (ESRA).

Right: 

Brake module containing 

the control system.

that had been created in ASCET.

In fact, using certified versions of

the tool meant it was no longer

even necessary to check the gen-

erated C code. But that’s not all:

ASCET fulfills DIN EN 50128 re-

quirements and is therefore suitable

for use in developing safety-critical

SIL2 applications. 

Given that braking systems are de-

signed for a service life of between

30 and 40 years, are regularly over-

hauled, and are continually im-

proved while still in operation, what

truly matters to Knorr-Bremse – in

addition to ASCET’s special product

features – is the fact that ETAS 

performs long-term maintenance 

support on this development tool.

Complex systems

Current brake control devices

feature an extremely complex de-

sign. They have 19” ESRA plug-in

boards with a CAN bus interface.

The backplanes of the control unit

hardware are a proprietary devel-

opment by Knorr and have been

specifically adapted to CAN. 

A Freescale PowerPC MPC5554

microcontroller, with a 132 MHz

clock rate and a PC104 interface,

serves as a CPU. In operational de-

ployment, a system consists of one

or more mainboards plus additional

boards with I/O expansion modules

and bus coupler boards. 

Application software with high

safety margins

The development and specification

of the modules, tasks, and pro-

cesses of the current application

software for the control units is

carried out exclusively with ASCET.

It is easy to integrate and call up any

existing manually coded standard

functions. The software architecture

is supported by templates. These

establish both the definition of

the input and output signals of in-

dividual functions as well as their

treatment for further processing.

When creating variants, individual

open-loop and closed-loop func-

tions can be configured out of the

ASCET model during code gener-

ation. 

Part of an elaborate safety con-

cept 

After the calibration parameter val-

ues have been determined through

comprehensive simulations and

tests, the software is then “hard-

wired”. Furthermore, the control

unit is exactly monitored during run-

time: the relative amount of diag-

nostic and safety functions in the

various systems lies between 50

and 80 percent.

At the moment, Knorr-Bremse en-

gineers are working with ASCET

version 6.2. For software configura-

tion management they use ASCET-

SCM together with the JIRA tool,

which tracks errors and require-

ments.

European urban centers are growing

closer together – thanks to ASCET:

Paris, Brussels, and Amsterdam

are connected at speeds of up to

320 km/h by ICE 3, the flagship

of Deutsche Bahn (Germany’s na-

tional railway). Based on Siemens’

“Velaro D” platform, ICE 3 employs

state-of-the-art Knorr eddy current

brakes, the software for which was

developed with ASCET. 
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Knorr-Bremse

is the world’s leading manufacturer of 

braking systems for rail and commercial 

vehicles. Founded in Berlin in 1905, 

the company is now incorporated as an 

AG (Aktiengesellschaft; publicly traded 

corporation) and headquartered in Munich,

Germany. The first important milestones 

in the company’s history were the K1 

pneumatic brake for passenger trains, 

and more importantly the Kunze-Knorr 

compressed-air brake – introduced in 1918

for freight trains – which made it possible 

to increase the top speed for freight from 

30 km/h to 65 km/h. 

In 1972 Knorr-Bremse caused a sensation

with the first ABS for commercial vehicles.

Twenty years later the Munich-based 

company presented the first pneumatically

operated disk brake for commercial vehicles.

Today, in addition to braking systems,

the corporation – with more than 20,000 

associates – offers a variety of other technical

systems for rail vehicles: from air condition-

ing and door systems to torsional vibration

dampers for diesel engines.
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Extended
Functions

AUTOSAR authoring users can enjoy the substantial improvements offered

by the new ISOLAR-A basic package. 

It comes with new editors, importers (DBC, FIBEX, LDF, and ODX), auto-

matic features, validations, and exporters (system-based, ECU Extract,

RTE Configurations). The BCT add-on helps users configure the basic

AUTOSAR software with importers (e.g., ECU Extract), editors, and vali-

dations, as well as with C code generation for COMASSO* basic software

modules. Both packages support single and multi-core electronic control

units and can also be operated using command lines.

Powerful 
Addition
Powerful new features have

been added to the flexible and

open ETAS LABCAR test system: 

the ES5321 PWM I/O Board

and the ES5338 Wheel Speed

Sensor Simulation Board

are scheduled for market launch

in December 2015. These fast

PCI Express-based boards are

characterized by high accuracy

and signal quality. 

They can be used in the chassis,

powertrain, body electronics,

and electrical drives (ES5321)

domains.

New 
Simulation Model
The Polymer Electrolyte Membrane Fuel Cell (PEM-FC) model for the

ETAS LABCAR test system simulates a complete fuel cell system for auto-

motive applications. From the transport of water/nitrogen through the

membrane to the influence of low ambient temperatures, this model takes

relevant physical phenomena into account and makes it possible to test

numerous ECU tasks such as flushing the anode coils, water management

of the fuel cell stack, or cold-starting the system. Thanks to the model’s

modular design, customer-specific adaptations are easily implemented. Its

high accuracy makes the validated model ideally suited for end-to-end

use – from function development to precalibration on HiL systems.

Available Modules

INCA 
for Off-
Highway
New features have been 

integrated for deploying INCA 

in chassis, body control, and 

off-highway applications: 

a polling mode for measure-

ment data acquisition plus 

the monitoring of SAE J1939

messages on the CAN bus. 

The new polling mode enables

the use of INCA for measure-

ments on ECUs that do not 

provide sampling mechanisms 

for data acquisition, such 

as the DAQ lists of the XCP 

protocols. In this case, the 

new INCA polling engine 

cyclically polls for the trans-

mission of measurement data 

to the ECU in the CCP and 

XCP formats. 

The polling mode can also 

be used in parallel with DAQ

measurements to increase the

number of variables that are 

to be recorded simultaneously.

The second new INCA feature 

is the monitoring of SAE J1939

messages on the CAN bus. 

The SAE J1939 protocol is 

frequently used in the drivetrain

as well as in the communication

between the tractor vehicle and

trailer for commercial vehicles

and mobile machinery. 

All of the new features described

are already available in INCA. 

*) COMASSO e. V. is a registered association that supports the common implementation
and use of the AUTOSAR standard (http://www.comasso.org)

Comprehensive Analysis
With MDA 8, the new software for analyzing measurement data, users

can efficiently analyze measurements with extremely high data volumes.

A preliminary version of MDA 8 (MDA 8 preview) has been available since

September 2015. It exhibits the tool’s high processing speeds and makes

it possible to test the new operating concepts that ETAS has developed

together with users. MDA 8 preview can be installed in parallel to MDA V7.x

and used for free. Further use cases will be supported as part of the planned

quarterly service packs. In particular, Service Pack 1 (December 2015) will

include conversion of MDF4 measurement files into MDF3.

The GM Standardized Utility 

Modules (GM SUM) are part of 

the GM Global-B software platform.

They are based on the AUTOSAR 

architecture and allow the complete

separation of the software functions

from the software infrastructure. 

The GM SUM will be deployed in 

all ECUs within the GM Global-B 

platform. The ETAS modules were 

developed in accordance with the 

ISO 26262 and MISRA-C standards.

Because ETAS works proactively with

GM on refining the specifications

of the modules, it ensures the

conformity of all updates with GM.

Backed by ten years of experience

with AUTOSAR, ETAS offers all ten

GM SUM as part of an integrated

basic software and tools portfolio 

and supports GM suppliers during 

on-site integration and testing.



FCA leverages external partner-

ship

FCA and CU-ICAR entered into a

partnership to create advanced

engine control algorithms with the

goal of improving engine operation

efficiency under all operating con-

ditions by utilizing physics-based

solutions. FCA supplied CU-ICAR

with a 3.6-l Pentastar engine to

install in a dynamometer test cell

for use in developing and validating

the algorithms. Additionally, the proj-

ect includes additional ECUs, sen-

sors, and actuators that require ded-

icated I/O to sample and control.

These physics-based algorithms are

being developed at the Chrysler

Technology Center (CTC) and at

CU-ICAR. Therefore, the algorithms

need to be shared between both

locations for testing in vehicles at

CTC and in CU-ICAR’s test cell.

Due to the physical distance be-

tween CTC and CU-ICAR, a flexible

and portable development environ-

ment was needed. 

Project components

The electronic engine-related hard-

ware in the CU-ICAR dyno cell in-

cludes:
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Advanced Engine 
Control Algorithms 

Advanced powertrain control algo-

rithms are a critical part of the

solution to meet future emissions

and fuel economy regulations as

well as to reduce development time

and cost. Modern engine tech-

nologies utilize multiple actuators,

many of which either directly or

indirectly affect the same operating

parameters such as engine airflow,

residual mass, and in-cylinder tur-

bulence. 

This high degree-of-freedom situa-

tion presents significant challenges

for the engine control algorithms.

Traditional empirically derived al-

gorithms are not well suited to

these high degree-of-freedom en-

gines when the actuators are

operating in combinations that the

system was not originally de-

signed for. Algorithms designed

around the physical principle of

the engine and its actuators are

being developed which can deter-

mine the optimal control param-

eters for any combination of actu-

ator positions, thereby improving

efficiency. 

FCA is utilizing multiple university

partnerships to perform research

in this vital area. One such partner-

ship is with the Clemson University

International Center for Automo-

tive Research (CU-ICAR) in Green-

ville, South Carolina.

A U T H O R

Michael Prucka 

is a Technical Fellow

for Engine Controls 

at FCA US LLC in 

Auburn Hills, MI, U.S.
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Top: Rapid proto-

typing hardware, 

showing the develop-

ment ECU connected

to the ETAS ES910.3 

Prototyping and 

Interface Module 

and the ES930 

Multi-I/O Module.

A combination of 

ETAS ES910 and 

ES930 modules was

chosen to facilitate

communication 

between the various

devices (diagram).

The Campbell Graduate Engineering Center, located at CU-ICAR in Greenville, South Carolina.

ETAS provides a flexible and portable prototyping solution

ETAS rapid prototyping and calibration tools have been simultaneously

deployed at Clemson University’s research engine dynamometer and with-

in Fiat Chrysler Automobiles’ (FCA) powertrain controls development team.

Advanced engine control algorithms are able to be developed with high quality

and short development times.

Dyno Cell 
Computer

Ethernet

CAN

ETK

analog

analog

H-bridge

Delphi ECU ES930

ECM Analyzer
System

ES910 FCA ECU

New sensors

New actuators



■ FCA ECU
■ Delphi ECU
■ Dyno Cell Computer
■ ECM (Engine Control and Monitor-

  ing) Analyzer System
■ New sensors
■ New actuators

A combination of the ETAS ES910

and ES930 was chosen to facilitate

communication between the various

devices. As shown in the diagram

on the previous page, the ES910

communicates with the FCA ECU

via an ETK11 and to the Delphi ECU

via CAN.

The ES930 is used to sample the

new sensors utilizing traditional

0-5 V analog to digital sampling

as well as PWM sampling as ap-

propriate. The ES930 also powers

new actuators with its on-board

H-bridge drivers. The ECM Analyzer

System is configured to send its

information as analog outputs

which are sampled and converted

by the ES930.

The algorithm development is

performed in the MathWorks

MATLAB®/Simulink® environment.

ETAS INTECRIO was chosen as

the tool to convert the models into

real-time capable code to run on

the ES910. The interfacing to the

model and ECU parameters is done

on the dyno cell computer through

ETAS INCA with the INCA-EIP add-

on. This allows for a single interface

to all measurement and calibration

values and allows time-aligned data

collection of algorithms running on

each module.

The same system configuration

exists in a test vehicle at FCA to

allow validation of the algorithms as

they are delivered. By utilizing the

same environment in both locations

the teams are able to share algo-

rithms and software packages.

Efficiency and quality increase

This development environment has

allowed FCA and CU-ICAR to work

in a highly efficient collaborative

manner. FCA is able to develop and

test prototype engine code at CTC

prior to sending it to CU-ICAR for

usage in the dyno cell. CU-ICAR can

quickly develop algorithms in Simu-

link® and test them on the engine in

the ETAS environment. 

The system allows for rapid model

iteration to resolve issues and op-

timize the control system on the

dyno engine. The resulting Simu-

link® and/or INTECRIO models can

be sent to FCA for system validation

directly in the development vehicle.

FCA is then able to modify the

model, if required, and send the

resultant algorithm back to CU-

ICAR for further development. This

model of operation has significantly

increased the quality of the algo-

rithms delivered to FCA and has

reduced travel costs typically asso-

ciated with projects such as these.

Conclusion

FCA is committed to developing

cutting edge powertrain control

technologies. Collaborative develop-

ment environments require a flex-

ible tool chain to enable sharing

between locations and platforms.

The ETAS tool chain is being utilized

to facilitate this effort and to allow

algorithm portability between FCA

and CU-ICAR, resulting in faster

development cycles with increased

quality.
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Engine test cell setup in the laboratory at CU-ICAR.

The ETAS Solution

Collaborative development of advanced 

engine control algorithms between FCA

and its university partners requires a 

flexible and portable prototyping solution. 

ETAS rapid prototyping and calibration 

tools have been simultaneously deployed 

at Clemson University’s research engine 

dynamometer and within FCA’s powertrain

controls development team. Advanced 

engine control algorithms, collaboratively 

developed between FCA and Clemson 

University, are able to be developed with 

high quality and short development times.
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Compact, Scalable, Open
ETAS brings professional real-time testing to your desk

ETAS DESK-LABCAR is a compact, scalable Hardware-in-the-Loop (HiL) test system that

enables cost-efficient testing of electronic control units (ECUs) in the early stages of develop-

ment – with award-winning design and usability.

DESK-LABCAR is the compact

version of ETAS’ proven LABCAR HiL

system. Its unique housing includes

an integrated breakout box (BOB),

real-time PC simulation target, as

well as expansion slots for interface

boards. The system opens up a

broad range of applications from

economical open-loop tests of

simple control functions to sophis-

ticated closed-loop tests of complex

algorithms. Thanks to its compact

design, the system enables HiL

testing even in confined environ-

ments.

Recently, DESK-LABCAR earned

kudos from the Red Dot Award for

Product Design in the Measuring

and Testing Technology category,

picking up an “Honourable Men-

tion” in the areas of design and

usability.

DESK-LABCAR is the latest product

in the industry-established LABCAR

product family. The DESK-LABCAR

entry bundle provides a broad set

of functionalities at an affordable

price. It, therefore, fits either for

customers hesitating to invest in

full-scale HiL systems, or those that

would like to reserve the utilization

of their full-scale HiL systems

for comprehensive system tests

by moving less complex tests to

the DESK-LABCAR.

Scalability in hardware and software

doesn’t mean a compromise in

quality. DESK-LABCAR enables the

testing of small and medium size

ECUs without the necessity to use a

complete HiL system. On the other

hand, a switch-over to a full-scale

LABCAR system is straightforward

if required by the complexity of

the tests or the unit under test.

Compatibility with the other HiL

platforms in the LABCAR family

ensures the reuse of test artifacts

from desktop testing later on full-

scale systems. 

DESK-LABCAR is available in four

different bundles. Each combines

the ES5100 housing with an

ES5340 Multi-I/O Interface Board

and either an open-loop simulation

target or the real-time simulation

target LABCAR-RTPC and the ex-

periment environment LABCAR-

OPERATOR. The closed-loop version

is configurable. All bundles can be

flexibly expanded with other ETAS

software and hardware products.

As an off-the-shelf solution, DESK-

LABCAR only requires that the cus-

tomer connects an additional wiring

harness to the DESK-LABCAR inter-

faces, breakout box, and ECU to be

ready for use. In addition, it can be

combined with other products and

services. ETAS Engineering Services

supports further customer-specific

modifications.

A U T H O R S
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Today’s downsizing engines com-

bine remarkably low fuel consump-

tion with surprising agility. The key

lies in their modern injection sys-

tems, which feature injectors that

provide a highly sophisticated milli-

second-staccato of pre-, main, and

post-injection to deliver milligram-

precise dosages of fuel into the

combustion chambers. The volumes

of fuel are so accurately controlled

that, under ideal conditions, they

burn leaving almost no residue.

However, the effects of aging and

manufacturing tolerances on the

injectors can nullify this precision.

Preset injection intervals perform

less effectively when the opening

and closing times of the injectors

vary. That’s why developers are now

designing ECUs that can interpret

the characteristic current and vol-

tage signals produced when the

electromagnetically controlled in-

jectors open and close. Knowing

exactly when the injector needle

opens and closes enables the sys-

tem to calculate the amount of fuel

that is injected as well as the precise

moment of injection for each indi-

vidual injector. Should the results

deviate from the target values, the

control system can immediately

make adjustments, meaning the

system can compensate for changes

in the injectors’ behavior. In view

of future on-board emissions mon-

itoring, this will also help to per-

manently stabilize fuel consumption

and exhaust emission levels.

Precision development tools are

a must for precise injection re-

quirements 

Fuel injectors rely on electromag-

netic mechanisms. To raise the

needle, a current flows through a

coil in the injector and generates

a magnetic field that lifts the needle

against the pressure of a closing

spring (Figure 1). This allows pres-

surized fuel in the rail to then flow

into the combustion chamber. Fuel

injection ceases as soon as the elec-

trical current is interrupted and the

closing spring presses the needle

back down. 

Yet what exactly is the time differ-

ence between applying the voltage

to the coil and the valve opening?

And how quickly does it close again

after the current has stopped? The

necessary answers can be found in

the characteristics of the voltage

and current curves. These depend

on the inductance and ohmic resis-

tance in the injector, which are ex-

pressed in charging and discharging

curves. The ECU can use this infor-

mation to redefine the preset inter-

vals in response to each injector’s
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Figure 1: 

Parts of an injector 

(Source: Bosch Fachinformation

Automobil).

Precision-in-the-Loop New development tools for clean engines

In modern injection systems, preset injection intervals are being replaced by mechatronic realtime control systems,

whereby the engine control unit (ECU) determines the opening and closing of each injector needle and immediately

corrects any deviations from the target values. With new high-precision development tools paving the way to

series production, ETAS has brought its own Hardware-in-the-Loop solution onto the market. It can simulate the

charging and discharging curves of the injectors’ solenoid valve with unprecedented accuracy.

A U T H O R S
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injector coil accurately and at the

right time, since they too can affect

the discharging curve.

ETAS has now developed a HiL so-

lution that overcomes these chal-

lenges. It simulates the individual

fuel injectors through resistance and

inductance and also incorporates

eddy current effects – without gen-

erating malfunctions and discon-

tinuities in the charging and dis-

charging curves. No HiL system has

been able to do this before. 

Tests carried out in cooperation

with a Tier 1 supplier over several

months indicated that the solution

could realistically reproduce injec-

tor behavior in both hardware-

and software-based modeling even

with variable boundary conditions,

meaning injector aging could also

be simulated. The core component

of the solution is the ES4452.1

plug-in board for the ETAS LABCAR

platform with a Field-Programmable

Gate Array (FPGA).

Fast reaction times 

The new control strategies require

the opening and closing of the injec-

tor needles to be determined down

to the last microsecond. Hence ETAS

has ensured that its new solution

features delays of no more than

two to three microseconds – some

50 times shorter than the shortest

injection times. This is achieved by

providing a digital output signal that

simulates the points at which the vir-

tual injector opens and closes. These

signals are synchronized with each

other in the crankshaft angle for up

to four different injector simulations.

The command set for the board is

openly accessible. Standardized in-

terfaces, 100 Mbit/s Ethernet; SCPI

(Standard Commands for Program-

mable Instruments), ensure the HiL

solution integrates smoothly into

existing development environments.

The solution also features precise,

dynamic analog output that can de-

pict the voltage and current for each

simulated injector via an oscilloscope

or another measuring instrument,

thereby making changes in the con-

figuration directly visible without the

need for expensive, high-precision

current clamps.

Configuration settings, such as those

dependent on rail pressure, changes

in opening times, fuel  temperature,

or the threshold values of voltage

and electricity, can be set – and

changed – prior to and during the

simulation by means of the SCPI

protocol. The first version of the

ES4452.1, which has been commer-

cially available since mid 2015, is

tailored for gasoline direct injection.

The solution for diesel systems, the

ES4457.1, was recently published.

Outlook

As part of efforts to improve combus-

tion efficiency and reduce emissions,

modern injection systems can regu-

late the amount of fuel they dispense

down to the milligram. Now, the abil-

ity to compare the active injectors’

actual condition with the target

values enables new control strategies

to be developed that can compen-

sate for aging-related changes in in-

jector behavior by adjusting system

parameters. For mechatronic injec-

tion control systems to be success-

fully deployed in series production,

they too have to pass various func-

tional tests. ETAS developed the

highly precise LABCAR HiL system

with the ES4452.1 and ES4457.1

plug-in boards to allow these com-

ponents to be tested in virtual form

in Hardware-in-the-Loop testing en-

vironments. It is the first HiL system

able to simulate injector activity with

sufficient accuracy to allow control

unit software to be geared to the

new control strategies. The software

is able to learn the future behavior

of the injectors without having to in-

tegrate actual injectors into the loop.
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changing reaction times. This pro-

cess follows established software

routines.

To be successfully deployed in series

production, this part of the control

unit software has to be tested and

tried out in all possible operating

states. Conducting tests using simu-

lated or emulated components is

ideal for a number of reasons, such

as the fact that software testing

usually starts long before the engine

and its control unit and injectors are

physically available. What’s more,

testing the most significant factor,

the aging of the injectors, on an

engine test bench would require

a major investment of time and

money. It’s just as unrealistic to use

test bench trials to investigate how

software behaves when the injec-

tion system malfunctions. Last but

not least, testing the injectors would

require them to be operated around

the clock in a fluid medium and at

realistic pressure levels, as otherwise

they would stall and their opening

and closing behavior change.

Software tests in a virtual environ-

ment avoid these problems. Hard-

ware-in-the-Loop (HiL) setups allow

developers to test the operating

strategy of a control unit while

taking into account all conceivable

parameter permutations, be it the

aging of the simulated injectors

or artificially created malfunctions.

However, until now, no HiL solution

on the market was able to repro-

duce the injectors’ behavior pre-

cisely enough for the new control

strategy to be tested in the closed

loop of control unit and injection

system. The most important aspect

for any such HiL testing environ-

ment is that it must be able to pre-

cisely reproduce the charging and

discharging curves of the injectors.

New HiL solution accurately re-

produces injector behavior 

For developers to test the control

strategy on an in-the-loop test

bench, the system has to supply

the control unit with realistic vol-

tage, electricity, inductance, and

resistance values while the unit is in

various states of operation. The unit

needs to use these values to infer

the opening and closing times of

each virtual injector and in the end

the amount of fuel that is injected.

This requires that the charging and

discharging curves be simulated so

consistently that the control unit

can recognize the simulated spikes. 

The major challenge for simulation

lies in hardware, more precisely in

managing the discontinuities in the

supply of voltage and electricity that

are normally triggered every time

active electronics intervene. Devel-

opers of the test system have to

limit these breaks in supply enough

to ensure the control unit doesn’t

misinterpret them as a movement

of the needle or as an injector mal-

function. Another challenge is simu-

lating the eddy current effects in the
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The ETAS exhibition team at the embedded world.

ETAS India at the “Symposium on International Automotive 

Technology (SIAT)“ in Pune, India.

ETAS in the midst of the melting pot for embedded systems –

at the embedded world in Nuremberg, Germany.

“Big Data“ was a key topic at the ETAS booth 

at the 2015 Automotive Testing Expo in Stuttgart, Germany.

ETAS at the CENEX Low Carbon Vehicle Event 

held at Millbrook, U.K.

ETAS China celebrated its 10th anniversary.

Automotive Testing Expo North America –

ETAS participated with a new booth concept.



Dayananda Sagar University (Ban-

galore), University of Applied Sci-

ences Landshut, Jiaotong University

(Shanghai), Universidade Estadual

de Campinas (São Paulo), Poli-

tecnico di Torino (Turin), and Fraun-

hofer Institutes.

Formula Student – a recipe for

success

Formula Student has establised

itself as an exciting project for

applying the theoretical knowledge

gained academically to real-world

situations on and alongside the race-

track. Formula Student provides

students with the opportunity to

further their technical education

and specialize in a preferred area,

while also enhancing their soft

skills. Since 2008, ETAS has been

one of Formula Student Germany’s

main sponsors.

A win-win situation

In 2015, ETAS sponsored 25 teams

with products and product training.

ETAS supports teams with the

entire product portfolio and gives

participants a chance to get to

know the products in practical

applications. Not only do the stu-

dents further expand the special-

ized knowledge they can directly

apply later in their careers, they

are already using ETAS products

to take the lead in the racing

series. Since 2010, over 1,800

students have become acquainted

with ETAS and ETAS products in

this way. Two teams have already

used ETAS products to break the

world record for acceleration to

100 km/h. 

ETAS uses this platform to establish

contact with students at an early

stage. As Germany is one of the

key centers of automotive devel-

opment, it is important for ETAS

to continue to attract highly mo-

tivated engineers who will help

the automotive industry advance –

because today’s students are

tomorrow’s engineers. 

The Formula Student teams 

sponsored by ETAS achieved excellent results 

at the Hockenheim competition.

Exclusive Solutions 
for Colleges and Universities

Students can familiarize themselves with ETAS tools early on thanks

to special higher-education packages

With its comprehensive portfolio of products and solutions, ETAS offers active support

to higher education and research institutes worldwide in the area of embedded

systems. As a result, all work processes in areas ranging from software development

to measurement, calibration, and diagnostics can be supported in accordance with

the highest standards and using products with a proven track record in the automotive

industry. In this way, ETAS is helping to optimize research and training at higher edu-

cation and research institutes, as well as train qualified junior engineers.

For years, ETAS has worked suc-

cessfully with higher education

and research institutes, based on

a higher-education model tailored

to their needs. In addition to pro-

viding well-established products

and solutions which have been

used in the automotive industry for

many years, ETAS offers packages

specific for higher-education. Such

higher-education packages address

a particular use case, usually drawn

from the daily work of an engineer.

The packages consist of the ap-

propriate hardware and software,

backed by support for the techni-

cal implementation. One such use

case is the simulation of a vehicle

CAN in the institute’s own com-

puter lab. 

Students use the open source soft-

ware BUSMASTER with the associa-

ted ES581 USB CAN Bus Interface

Module. The use case presents

complex topics in simplified form

and establishes their relevance to

the real world. What’s more, the

open source tool offers users the

opportunity to experiment and in-

clude their own ideas. Professors

can additionally obtain various do-

cuments produced by ETAS for

their academic lectures, such as

the reference book “Automotive

Software Engineering”. Based on

what is known as the V model,

the book’s aim is to illustrate the

respective phases of the software

development process as well as

the corresponding ETAS tools. 

The ETAS University Liaison Man-

ager is available to provide local

support to higher education and

research institutes at all times and

jointly find custom solutions. Higher

education and research institutes

in countries where ETAS has a

local office, such as India, China, or

the United States, receive support

directly from local associates.

More than 150 colleges, univer-

sities, and research institutes world-

wide rely on ETAS, including: 

University of Stuttgart, RWTH

Aachen University, ETH Zurich,

TU Vienna, University of Bochum,

TU Braunschweig, TU Darmstadt,

Esslingen University of Applied

Sciences, TU Munich, KIT Karlsruhe,

A U T H O R
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Realistic software validation on 

a PC by using EVE, the virtual ECU

from ETAS, and the open integration 

and test platform CarMaker from 

IPG Automotive.

Creation of a virtual

road test by integrating 

vehicle components, 

virtual ECUs, and 

simulation models.

Early Software 
Validation on the PC
Validation of ECU software in virtual test drives with AUTOSAR and FMI

Hardware-independent validation of ECU software with virtual electronic control units and

virtual test drives offers many advantages. ETAS and IPG Automotive GmbH make the most

of them with a new solution.

The complexity of vehicle develop-

ment is continually increasing. The

driving forces are shorter develop-

ment cycles, more model versions,

cost pressure, cooperation between

regionally distributed teams of car

manufacturers and suppliers, as well

as trends such as “semi-automatic

or autonomous driving“. These are

compelling reasons to integrate an

increasing number of ECUs and

software functions into vehicles –

and of course to validate in ad-

vance. The sooner manufacturers

and suppliers can test ECU con-

troller software, and the earlier

they can detect possible software

errors, the more cost-efficient de-

velopment can be. A general rule

of thumb applies: for every develop-

ment stage in which a fault remains

undetected, the resolution costs

increase by a factor 10. Making

corrections early on also saves valu-

able time in the tightly scheduled

development process and early soft-

ware testing helps to master the

growing complexity.

Limited test options with hard-

ware prototypes

Up to now, prototypes of the elec-

tronic control unit and the vehicle

were required for realistic testing

of ECU software. For the most part,

however, they are only available

in later development stages – and

are limited in number due to cost

reasons. Result: in around 60 per-

cent of the development time, no

prototype is available and barely

10 percent of the engineers get the

chance to perform tests in a real

vehicle. The limited hardware avail-

ability makes software testing more

difficult, and even more so if distrib-

uted teams in different locations

need to have access. Costly and

time-consuming transport, fraught

with uncertainties, such as customs

delays, are par for the course.

Despite all the effort, a crucial dis-

advantage remains: dangerous sit-

uations and complex environmen-

tal conditions can hardly be simu-

lated with hardware – and are even

harder to reproduce. But testing in

critical situations is exactly what

is needed to assess the operability

of driver assistance systems.

Requirements for efficient soft-

ware validation

It is clear in order to make early

ECU software validation possible,

the current hardware dependency

must be overcome. On top of time

and cost savings, there are also

convincing organizational reasons.

If ECU software is validated in

advance without hardware proto-

types, this relieves the demand for

using scarce resources in further

development processes – such as

Hardware-in-the-Loop systems or

test vehicles. Furthermore, hard-

ware-independent tests can be per-

formed and reproduced in parallel

at different locations. A prerequisite

for this, however, is that the solu-

tion for software validation has

been prepared for the heteroge-

neous toolscapes of the stake-

holders involved in the distributed

development process.

Models and components created

with different domain-specific tools

must be taken into account, just as

well as the easy integration of the

solution into the existing tool chain.

For an efficient end-to-end develop-

ment process, it is also important

that existing models, test cases, and

test data are reusable. Individual

driving maneuvers or existing test

catalogs should also be easy to

integrate, so that potentially danger-

ous situations can be run through

without any risk to the driver or
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1. Use of virtual ECUs in virtual

test drives

Virtual electronic control units can

be created at an early stage of

development, independent of the

hardware. Compared to prototypes,

virtual ECUs are inexpensive and

easy to reproduce. They can be

seamlessly integrated into existing

development processes and enable

the reuse of existing methods and

artifacts. The ECU software can

also be tested in the system context

and validated in interoperation with

environment and component mod-

els, long before hardware proto-

types are available. This way ECU

software achieves a high level of

maturity earlier on, which provides

developers with time to develop

new functions. Trials in virtual

test drives are possible; the virtual

vehicle. And, last but not least, the

performing of realistic tests requires

that the application software can be

observed in interoperation with the

operating system or basic software.

Main components of potential

solutions

To sum it up, we can deduce two

main elements of potential solu-

tions:
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vehicle – as with its real counter-

part – has all the components such

as the engine, powertrain, driver

assistance systems, etc. Nearly every

one of these components has one

or several integral ECUs. Validation

is possible in virtual traffic scenarios

in the virtual system.

2. Taking standards into account

If vehicle manufacturers and sup-

pliers work together in teams, stan-

dards are the basis for efficient

software validation. They allow the

exchange of artifacts and lay the

foundation for end-to-end pro-

cesses, despite heterogeneous tool-

scapes. The automotive software

standard AUTOSAR facilitates the

exchange of software on different

ECUs and ensures that software

components can be reused, re-

placed, and integrated by defining

methods to describe software in

vehicles. Of similarly high relevance

is the Functional Mock-up Interface

(FMI) standard. As a tool-indepen-

dent standard, it supports the ex-

change of models and the co-simu-

lation of dynamic models, making

virtual validation much easier.

Shared problem-solving ap-

proach of ETAS and IPG Auto-

motive

Together with IPG Automotive

GmbH, ETAS has developed a spe-

cific solution that overcomes the

described challenges. It is based on

the virtual electronic control unit

EVE (ETAS Virtual ECU) and the

open integration and test platform

CarMaker from IPG Automotive. 

The EVE platform for virtual soft-

ware integration and validation on

the PC allows you to virtualize in-

dividual ECUs or an entire ECU net-

work. In contrast to previous solu-

tions, it allows for the integration

of functional models, application

software components, and basic

software modules from various

sources in virtual electronic control

units. On the PC, the application

software is integrated with the

embedded operating system RTA-

OS, with the AUTOSAR Runtime

Environment (RTE), and with the

basic software to be used. Indepen-

dent of the ECU hardware, you are

able to validate and calibrate, in

real-time and non-real-time, under

realistic conditions, and in a wide

variety of use cases.

CarMaker is used as a simulation

environment for virtual test drives.

The integration and test platform

is open to models of different

modeling tools. Precise non-linear

vehicle and trailer models form the

basis for high-quality simulations, in

which complex driving maneuvers

can be easily set up and reproduc-

ibly performed – including the be-

havior of driver assistance systems

in situations with many road users.

CarMaker covers a wide range of

application areas and allows for

ensuring features through Model-,

Software-, Hardware- and Vehicle-

in-the-Loop testing.

To start with, the software to be

tested is integrated in EVE, the vir-

tual ECU. It can be exported as

a Functional Mock-up Unit (FMU)

and then integrated in CarMaker

via the standardized FMI interface.

In CarMaker the software is tested

and released following virtual test

drives. For the interactive operation,

the solution from ETAS and IPG

Automotive also allows for the

debugging of the software code

during testing.

This shared problem-solving ap-

proach clears the way for early

software validation on the PC and

a more efficient development of

ECUs for vehicle manufacturers and

suppliers. Thanks to its open design

and standardization, developers can

work using familiar tools and access

existing artifacts at any time.
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Connection of the 

virtual ECU (EVE) 

to the integration

and test platform

CarMaker via 

the “Functional

Mock-up Interface”

(FMI) standard.


